
Whom to Trust in a World of PRISM, 

XKeyscore and related Programs.  

FRIEND  OR  FOE? 

Harald Reisinger 

Managing Director (Research & 
Development) of RadarServices GmbH 



University of Economics at Vienna,  

University of Nebraska at Omaha (USA) 

 IT-Security Industry since 2001 

Certified Information Security Manager,  

ISO 27001 Lead Auditor 

Managing Director Research & Development 

of RadarServices GmbH 

ABOUT  HARALD  REISINGER 



Providing continuous  

IT-Riskmanagement Services 

Unique service-approach by combining 

automated risk detection and human risk 

evaluation 

Combining different views on potential risk 

(Vulnerabilities, Network Anomalies, SIEM, 

System Changes, Compliance etc.) 

Headquarter in Austria, Branches in Poland, 

Russia and UAE (Dubai) 
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Trust 



Whom to trust? 



IN A CONNECTED WORLD… 



THROUGH 880.000 KM OF SEA-CABLE… 



THINGS USED TO BE EASIER… 

We,  

the good guys 

Them,  

the bad guys 



Then, there was 

May 2013. 



US$ 52.600.000.000,00 
Black Budget for US Intelligence 

in 2013 



Of these 

US$ 52.600.000.000,00 

\/ 

US$ 11.000.000.000,00 
for Consolidated Cryptology 

Program 



107.035 Employees 

+ 

21.800 Contractors 















Bridge between US Government / US 

Intelligence Agencies and US 

Corporations is blurring 

Brain and Money flow into Ventures 

More that US$ 1 Bill. of Early Stage 

Funding into IT-Security in Silicon 

Valley in 2012 

 

BUILDING AND PUSHING AN INDUSTRY 



In-Q-Tel 



In-Q-Tel 



84% of all Search Traffic is US-

controlled 

The Worlds most widely used Social 

Platforms are US-based 

„That‘s cool!“ beats „Do they care?“ 

 

WE LIKE TO PROVIDE DATA 



Android 

Full access to WLAN passwords 



Full access to stored files 



Full access to iMessages 



TECHS TOP INNOVATORS ARE US-BASED 

9 out of 10  

(2013 listing) 



Patriot Act 





“…This experience has taught me one very important lesson:  

without congressional action or a strong judicial precedent,  

I would _strongly_ recommend against anyone trusting  

their private data to a company with physical ties to  

the United States.” 



Storing and 

processing huge 

amount of data 







Prevent Money Laundring 

Prevent Terrorism 

Old-fashioned Intelligence Tasks 

Business  

 

MOTIVATION FOR DATA GATHERING 



Prevent Money Laundring 

Prevent Terrorism 

Old-fashioned Intelligence Tasks 

Business  

 

MOTIVATION FOR DATA GATHERING 



It‘s the Economy, 

Stupid! 



Collect competitive information 

Generate intellectual property 

Push GDP 

Brain drain to US 

 

 

BUSINESS DRIVERS 



504 Mill. 

 316 Mill.  



12,8 Trill. € 

 11,8 Trill. € 



Steps to take… 



 Invest in People, Education and 

Innovation 

Encourage Start-Ups in promising 

Industries 

Provide extensive Seed and Venture 

Capital 

Provide flexible Pan-European 

Business Context 

 

EUROPEAN UNION / GOVERNMENTS 



Buy European Technology and 

Services 

Take Steps to Protect Corporate 

Assets 

Reconsider usage of Cloud Services 

Enforce and use Open Encryption 

Standards 

Enhance Awareness for Topic 

 

BUYERS  



Don‘t follow, take the Lead! 

Team up 

Consider Europe as one Market 

Be Proud and Pushy! 

 

IT-COMPANIES 



So: Whom to Trust 

now? 



Thank you! 


