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Robert McNamara ,,body count
Big Data — zber udajov a bezpec¢nost’
HP HAVEnN

HP ArcSight — HP Autonomy v akcii



Robert McNamara

World War 2

Saving 3,6bl $3$ in procurement by data-driven decision making /
1943

FORD ,,Whiz Kid*“
fellow could walk on water

Vietham War
Measurement of progress - ,body count” data point



Robert McNamara — after 70 years

Education problem ?

Push standardized tests to measure performance and penalize
teachers

or schools

Loose weight ?
Buy an app to count every calorie but eschew actual exercise

Want to prevent terrorism?
Create layers of watch lists and no-fly lists in order to police the skies

GOOGLE way

best color of a toolbar on the website — staff ordered to tes 41
gradiations of blue @



Data sets too large to

What is big data?
analyze with relational

database technology

‘I' i tweets

kaggle Pandora
Music
SolidFire Scribd.  smugMug 23148
iHandy Amazon Finance ‘@] , apps
lesforce.com
SuperCam <2 downloaded
Joyent  Plex Systems Snapfish APPFOS y1ny  Travel
. Google Xactly ~ Facebook  Parse
eBay Dragon Diction - GoGrid Ljnkedin ~ + " ¥ Reference 400,710 ad
Hosting.com UPS Mobile g omium  Atlassian ' T H 1
buzzd Lifestyle requests
Amazon Web Services
splunk  sport

ScaleXtreme
Pinterest

ccc

Every
60 seconds

Tata Communications
Ariba
QuickboRiipocuments  zoho
Alerian

dian

QAER g
OpenText
Workscape ~ Sage  NetSuite

The Internet

Product SAP
Configurator o

Scanner Pro jmel ight
box net
Taleo

NetReach

Education

Foursquare

Mobile, social,
big data & the cloud

Bills of Material
Engineering
scMm
Qualty Contral ™Y
B EMC
HCM
Cost Management

Datapipe

Burroughs
M
Order Entry

Hitachi

nufacturing Projects

Client/server

1BM

Unisys

Mainframe

Cloudsigma
Yandex o es  Baidu
YouTube

g 2000 lyrics played

= on Tunewiki

1500 pings Incorporates many sources
(depth and breadth)

E sent on PingMe

Docusign
Hootsuite

PaperHost

nebula

Aassian
Workbrainzynga Navigation

Workday Mixi cloudability
T\_MV;”dex Photo & Video
Heroku Yammer

Cybershift

‘Yahoo!

HP ePrint

Xerox
Serif

Cash Management
Microsoft

ERP

HCM
SLI Systems

iSchedule

Bul
NEC
Fijtsu Time and Expense
Costing Accounts Fixed Assets
Receivable OpSource
- Billing .
Payrol o ADP VirtualEdge Flemica
. MananeCr[v‘\\g:’[ P e e Khan Academy i
Sales tracking & 29 Adobe Cybershift Renren racors Entertainment  viber
Marketing Time &  Rostering Yahoo Kinais SuccessFactors ‘
A"emlamﬁeg Microsoft Sapa SUGCRM News  Atlassian . A;‘::J?‘Mril’('"
Commissions ~ Databasg®rVice ppm 52 BrainPOP RightScale ocial Networking
. Quadrem _ SO"® CYworld 34,597 people
Claim Procesd@ja Warehousing Kenexa Sonar6 MobikFrarme.com o Soare )
sal usiness Softw . o
myHomework
— I Softscape NetSuite V . Tumblr. Qrone using Zinio
nace Fring ogg Amazon  dotCloud
Cornerstone onDemand Exact Oniine e
. - Cookie Doodle 9 w Relic Mozy
~ . inancialForce.com 3 1
Softscape R MaIChImp e zynga  PingMe 208,333 minutes of
Intralinks  Volusion ° " Associatedcontent BeyondCore :
Smughug Mobilelron Angry Birds played
Fed Ex Mobile  Productivity

Flickr
Twitter
Paint.NET

Rackspace
Tripit



Applying big data to security challenges

Incorporate Unstructured data

Enhance security monitoring to develop
iImproved intelligence capability

Reactive
Use Cases Proactive
Email monitoring, social network monitoring, -
behavioral analysis Predictive

Security Operations

Leverage big data analytics for investigation,
research, and real-time alerting




Information security challenges

Primary Challenges

Nature & Motivation of Attacks

(Fame - fortune, market adversary)

A new market adversary

@ h i e D

Research Infiltration Discovery Capture Exfiltration
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Information security challenges

Primary Challenges

Nature & Motivation of Attacks Delivery
(Fame - fortune, market adversary) Traditional Private Managed

~UE e W

Network Storage Servers

Transformation of Enterprise |
Delivery and consumption changes)

Consumption

Virtual Desktops Notebook Tablets

S
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Information security challenges

Primary Challenges

Nature & Motivation of Attacks -

(Fame - fortune, market adversary) WHO
(User Roles)

Better
visibility
Superior

threat

Transformation of Enterprise |

Delivery and consumption changes)

Intelligence-driven models (Logs)
are necessary
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»,You're already a walking sensor platform* —
CIACTO

Customer
purchase

Down oad

a web
page




Big Data landscape

énnuarll Machine Data Human Information
rowt

~100% |

SR €==90% of Information === REET
Web logs;

social

App logs; media,
event _ document
monitors: Business s and

security Data records,
and video,
~10% intelligence audio, and

ERP; CRM; .
cystems images

10% of Information




HP HAVEN
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Big Data needs a unified approach

One platform for structured, semi, and unstructured to profit from 100% of data.

Enable me to: on 100% of Data
« Capture : :
CRM, transactions, sales, marketing...
e Store
« Manage
R An alyze IT logs, security logs, social, tweets, JSOn’s
« Optimize

Audio, Video, emails, sentiments, threat ...




HAVEN — Big Data Platform
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Catalog massive
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index all
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Analyze at
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in real-time
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HP ArcSight ESM and Autonomy IDOL

Unstructured data Structured data

« Email, files » Security Devices (FW, IDS, etc.)

Identity & Access Management
» Applications

* Social Media, Chat Sessions
*  Websites, Audio/Video

Alerts ESM to targeted negative

CEF sentiment communications and threat
intelligence
HP Autonomy - IDOL provides additional business APl iy HP ArcSight
IDOL context for suspicious communications =Y
- HTTP
s Display to analyst the full content of S

communications and threat intelligence




HP ArcSight ESM & Autonomy
IDOL In action
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Social media monitoring for insider threats

Yiewer

[t IDOL @ Social Media Threats I @ Presales Engineers - Recent Sctiviky I Social Media Threats | [] Correlated I [k Last 5 Minutes

[k} Active Channel: Social Media Threats Total Eve

Start Time: 14 Fe
End Time:
Filter: [ Ty ; Cir Mame Ska ith "Potential Mame Sk

Inline Filter: Mo Filker

| Radar

& |End Time Device Product & MName ¥ Sentiment: ISDciaI Media Website
14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hacktivist (DDOS) Threat  Megative http: i fbwitter . comyhakdplnt/statuses 301 0549065660661 77
ArcSight

14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hacktivist Threat Megative http: f fbwitker . comfhakdplnt fstatusesf3010851 22676002816
14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative http: f fbwitter, comfhakdplnt/statuses 3010613891271 22945
14 Feb 2013 07:47:41 PAT  [ArcSight Social Media - Hacktivist Threat Megative hittp: f fbwitter . comfhakdplnt /statusesf3010549065660661 77
14 Feb 20135 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative http: f fbwitter . comYourdnonfewsstatuses 2991 3274746357251 2
14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative hittp: f fbwitker comYouranonhlews| statuses 2991594561 495 15296




Social media monitoring for insider threats

Kobalt Systems not what it used to be”
# %77  Current Presales Engineer in Washington, DC — Reviewed Feb 11, 2013

Pros — The company is full of smart peaple and excellent technology. The benefits are very good and so are the
perks (shacks, drinks, happy hour, etc.).

Cons - Excessively political. The ability to get something completed is based onwhio you know in the company.
The training program is inadequate to successfully prepare one to be successful. 'm a presales engineer in the
east and have heen neglected by ry management. | am strongly considering warking for a competitar,

Aivice to Senior Management — Focus more on people development and less on politics. Too often people are
promoted based on personal relationships and not industry expertise.



Social media monitoring for insider threats

@ Active Channel: Presales Engineers - Recent Activity

Start Time: 14 Fe
End Time: 14Fe
Filter: (=

Inline Filter: Mo Filker

= Engineet

Radar

f End Time = T 1|Mame = Device Yendor = Device Product ¥ Atkacker User Mame Deskination User Mame GetEroup, Qroupnan
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows amaloney Presales Enginesr
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows amaloney Presales Enginesr
14 Feb 2013 074742 PST |GET Squid Priooey ismithi@kobalksytems. ... Presales Enginesr
14 Feb 2013 07:47:42 PST |GET Squid Prioey ismithi@kobaltsytems. ... Fresales Engineer
14 Feb 2013 07:47:42 P3T |GET Sguid Priocy jsmith@kobalkswtems. ... Presales Engineer
14 Feb 2013 07:47:42 P3T  |Logon Microsoft Windows aharwvey Presales Engineer
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows aharvey Presales Enginesr

14 Feb 2013 074742

Microsoft

Exchange

ismithi@kobaltsytems, ..




Social media monitoring for hacktivist threats

Yiewer

o,

[24 IDOL [ Social Media Threats | [k} Presales Engineers - Recent Activity I Social Media Threats I [#] Correlated I [ Last 5 Minutes

@ Active Channel: Social Media Threats

Start Time: 14 Fe
End Time: 14F
Filter:

Inline Filter: Mo Filter

Total Events: 38

| Radar

f End Time ¥

14 Feb 2013 07:47:41 PST

Device Product 5
ArcSight

MName =

| Sentiment

Social Media Website
"

14 Feb 2013 074741 PAT  |Arc3ight Social Media - Insider Threat Negatlve bkt e, glassdour com,l'Re\flews,l'Empluyee Revigi- P.rc5|ght -RAW 2360455, htm
14 Feb 2013 074741 PST  |Arc3ight Social Media - Hackkivisk Threat Megative hktp: ffowitter . comfhakdplnkskatuses/ 3010851 22676002816
14 Feb 2013 074741 PST  |ArcSight Social Media - Hackbivisk Threat Megative hktp: ffbwitter . comfhakdplntskatuses /301061 339127122945
14 Feb 2013 074741 PST  |[ArcSight Social Media - Hacktivisk Threat Megative hktpe ftwitter . com/hakdplnt) skatuses/301054906566066 1 77
b |14 Feb 2013 07:47:41 PST  |ArcSight Social Media - Hacktivisk Threat Megative hktpe fbwitter . com/YourdnonMews fskatuses 2991 3274746387 2512




Social media monitoring for hacktivist threats

Joe Schmopped W Follow

Kobalt Systems is infringing upon their
employees’ rights by monitoring every action
on the network. We should teach them a
lesson: DDOS

4 Reply 3 Retweet W Favorite  ®® pore

Joe Schmopped W Follow

Found a JS /iframeref vulnerable server at
10.10.10.120

& Reply ¥ Retweet W Favorite  ®9 pipre



Social media monitoring for hacktivist threats

TippingPoint IPS

STOP

Top Social Media Threats

Mame Total {Total Legends 4)
B social Media - Megative Sentiment 25
Osorial Media - Hackkivist Threat 11
Osorial Media - Insider Threat 1
O social Media - Hackkivist {DDOS) Threat 1
] 2 4 G g 10 12 14 16 13 20 22 24
4 — . I B




Social Identity Reconciliation

Gumshoe

How do you know that
John Doe is really @jdoe?

Finds social profiles via
simple heuristics.

Can easily be extended to
further refine results.

800 J [ gumshoe

« C | [ 127.0.0.1:9988 e =

gumshoe

dig up the details

Gumshoe is a solution for the problem of identity reconciliation.

search for an individual

M f Jeremy Kelley Austin, TX o

W nod 1.0 « f nodsworth 0.7
e f jeremy-kelley 0.2
download xml




Just a bit more...
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We’re just getting started.

Google self-driving cars ~1Gb/s per vehicle
Jet turbines generate ~12 exabytes a day on commercial flights

7 billion people with Nike+, fitbit, Google Glass and the next thing...
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Impact to Enterprise Security?

More data constantly generated.

More data to monitor.
More Noise.
More sources to monitor. More Work.

More signal to analyze.



Dakujem za pozornost’

peter.mikeska@hp.com



