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Disruptive Technologies

Ubiquitous data
(big data)

18%
: nsumerization
of desktop/devices
13% '

Social Media/
Networking

11%

Mobility

25%

Technology
as a service (cloud)

34%

3 Q. In your opinion, which of the following trends will have the most profound effect on the CIO role in the future?
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BYOD Drivers & Benefits
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Cisco Connected World Report

THE SECOND ANNUAL CISCO CONNECTED WORLD TECHNOLOGY REPORT

I 1400

COLLEGE

t4oo\w

YOUNG
STUDENTS PROFESSIONALS
(18-23 YEARS OLD) (UNDER 30 YEARS OLD)

The survey was translated into local languages and fielded in 14 countries to gain approximately
100 completes for each subgroup in each country

Countries: United States, Canada Mexico, Brazil, United Kingdom, France, Spain, Germany, Italy,
Russia, India, China, Japan, Australia



Food, Water, Shelter..

[in 3

COLLEGE STUDENTS AND
YOUNG PROFESSIONALS

1

CONSIDER INTERNET A FUNDAMENTAL
HUMAN RESOURCE

v Air

v Wader
v Food

V" Shelber
v Indevnet

.or Internet?

© OF COLLEGE
O STUDENTS

AND
: Z o OF YOUNG
O EMPLOYEES

SAY THEY COULD NOT LIVE
WITHOUT THE INTERNET
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Mobile Devices as the “Most Important” Technology

00/

OF STUDENTS

S84

OF EMPLOYEES

CITE AMOBILE DEVICE
(LAPTOP, SMARTPHONE,
TABLET) AS “THE MOST
IMPORTANT TECHNOLOGY
IN THEIR LIVES.”

SMARTPHONES ARE POISED TO SURPASS L._J_

DESKTOPS AS THE MOST PREVALENT
TOOL FROM A GLOBAL PERSPECTIVE

D})




Work is an Activity, No Longer a Place

« Q: Do you feel you need to be physically “in the
office” to work efficiently?

100%

o 23%
s | 37%  35%  87%  37%

70%
60%

50%
40%
30%
20%

mYes
B Sometimes

Total us MEX CHN JPN NO

10%

0%

63% of employees globally believe they don’t need to
. be in an office to be productive -



Employees Place Value on Mobility

Q. You received offers from two organizations that are
equal in terms of opportunity and reputation...

Offer A: Higher salary, but no workplace flexibility
Offer B: Lower salary, with workplace flexibility

m The higher offer:
Salary most
important

us

Global ® The lower offer;

Flexibility most
important

0% 20% 40% 60% 80% 100%

2/3 of employees globally place a higher value on
. workplace flexibility than salary |



“Bring Your Own Device”, BYOD

“More than 75% of corporation has a BYOD strategy in place
today.”

*Aberdeen Group



Spectrum of Customer Require

v Adoption Policy

v Device Ownership
v Support Model

v’ Support Level

v Data Security

Limit

Basic

Restrict, Limit, Allow, Embrace

Corp, Employee, Mix, Guests

IT managed, IT assisted, Self-supported
Production, Guest+, Guest, Best Effort
Written Policy, MDM, Virtual, Advanced

Enhanced Advanced

“We can’t tell people not to use this
technology at work. If we did, they would
continue to use it and we would be in the

dark about what they do.”

Brandon Edling
Director of Workplace
Technology, NBC Universal

\«"&




How does BYOD get solved?




BYOD Architecture
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The 4 Pillars of a Complete BYOD Solution

vasive Policy Device Protection & Mobile Ready
Management Management Network

High Performance Policy Based Mitigating threats to ~ Application Ready
Wireless Network Access Mobile Devices for Voice,Video, &
VDI/VXI

Central Management

(Cisco NCS Prime)




Enterprise Wireless Evolution

From best-effort to mission-critical — delivering a wired experience
over wireless

S EE— QT ———
—

Media Rich Mission
Applications Critical

Casual Pervasive

Hotspot

System

Management Capacity gelf Healing l
and Optimizing
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Cisco CleanAir Technology

Industry’s first chip level proactive and automatic interference protection

BEFORE AFTER

Wireless interference decreases

anAir mitigates RF interfe
reliability and performance z '

av ireless Clie
i
O
(] o l

AIR QUALITY PERFORMANCE

\u=))

AIR QUALITY PERFORMANCE

Cisco CleanAir — Improves Reliability and Performance
B B O S



Cisco ClientLink Technology

Advanced beam forming technology improves wireless client performance

BEFORE |

Beam not directed towards legacy
client resulting in lower performant

802.11a/g E L Je— Beam Strength 2rformance

Cisco ClientLink - Improves Reliability and Performance
B B | B O I |



Why Is Cisco’s ClientLink so Unique?

Reduces coverage holes and improves client performance

BEFORE AFTER
Client-link disabled Client-link enabled

iIreless Clie
8rformance

Lower Data
Rates

Higher Data
Rates

Cisco ClientLink = Up to 65% Improved Throughput
. . | B DO S BN



Cisco VideoStream Technology

Wired-like video delivery over wireless

AFTER
rioritization, resource re

BEFORE
0 resource reservation, degraded
e and video, cannot deliver multica

Global |
Enterprise

CEO ‘ M&A ‘ Sports CEO ‘ M&A ‘ Sports
Meeting Negotiation Event Meeting Negotiation Event

Cisco VideoStream — Improves Reliability and Performance
. EEEaaE EEOOET



Why |s Cisco's VideoStream so Unique?

We optimize end-to-end starting at the Access Point

Multicast to Unicast Selec_tal_ol_e S_tream Reser\?aetisc?r?greeven ta
Conversion at the AP Prioritization e
Oversubscription
Multicast Stream AvilN.DSEJ:LE
@ | HIGH PRIORITY EVENT | -
" UNICAST STREAMS® CLASSROOM PROGRAM \ Z.

LIVE SPORTING EVENT

o e - smwn
= g '”. “ ”“
— ——
—— —
I I

Tested for 30X Less Bandwidth Consumed

and Double the Performance of Competitors
. I s . B i



5 ® @

(™) ISE

802.1x EAP
User Authentication

VLAN 10

t I VLAN 20

Corporate
Resources

HQ

Wireless LAN
Controller

Policy
Decision

Internet Only

2:38pm

e wi
-
“a08
Personal @

S

asset
Posture

®

Enforce policy

®

[:] of the device Uiiifres) Aerees in the network Full or partial
AR Management access granted
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Tying it All Together
ISE Authorization Policy Definiti

7

W |
Authorization Policy At A Glance User Device Type Location Pposture Time Access Method Custom
First Matched Rule Applies | |
Standard
Status Rule Mame Identity Groups Other Conditions Permissions
E Enabled Profiled Cisco IP Phones Cisco-IP-Phaone Cisco_IP_Phones
E Enabled Game_Console Game_Console-Registered Game_Console
demao.local:ExternalGrdups ECUALS demolocal/lsers/Domain \ﬁ
B Enabled Diomain_Computer Any Computers San_Jose CERTIFICATE:Subject Alternative Marnu AD _Login
mm Radius:User-Name MATCHES “(host/).*
E Enabled Employee-Wired Any Employee_Wired Postung, Compliant Employee
R EaEd P EmpGTes Ve ] o E:TlleE; ['h‘iié]eleas Posture_CompliamANr{LDAPT:badPwdCout) | | £ 1o ce wireless
E Enabled Employee-iPAD Apple-iPad FPosture_Compliant Morth_America Employee_iPAD

Android Apple-

B Enabled Contractor-iPAD iPad OR Apple-

iPhone Apple- Contrator

Posture_Compliant Morth_America Contractor_iPAD

iPod OF BlackBerry /N
B Enabled Guest-wired [Eusiness__chrs] DEUICE:Den_'ice Type EQUALS All Device T
Types#Wired Posture_Compliant
B Enabled CuestWireless Business_Hours DE‘-IIQE:DEW:E_WM EQUALS All Device Guest_Wireless
reless Posture_Compliant
= Disabled Default-Posture Any CWA_Posture_Remediation
E Enabled Default Any Central_Web_Auth

© 2012 Cisco and/or its affiliates. All rights reserved
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Unified Network Access

One Network, One Policy, One Management

Wired
.|_

Wireless
+

VPN




Device Protection & Management
Secure Mobility: Remote Access & Web Security

et
Users off '
Network > CiIsco Oiiiook Web Access

>CaANsdre

Information Sharing
Between ASA and WSA

-V 3 7;7?77 ‘ 0

Cisco Web
v SecurityAppIiance _ Social Enterprise

Networking SaaS
. oo

Corporate AD




Device Management

MDM is a key element but there is more

\
MDM Partners Cisco
Device inventory User/device Threat defense Secure remote
Device provisioning/ authentication Web usage policy access
de-provisioning Posture assessment Web application
Device data security Policy enforcement DLP
Device application Context aware
security access control
Cost management :
Full or selective device @ @ @
remote wipe
ISE ScanSafe WSA AnyConnect ASA

r —

 sses =
| |
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Cisco’s End to End BYOD Solution

Only Cisco can tie all the pieces together!

ISE
NCS Prime
= K )
@ IronPort WSA
[ ]
Cisco
Catalyst MDM Manager
Switches

~

L -

Cisco
WLAN

Wired

Network
Devices

AC NAM ,s;g
. (\WWin Only) AC NAM
(Win Only)

Controller
Cisco Confidential

3 Party
MDM Appliance

-6
(=)

CSM/ ASDM

AC VPN (All Mobile)
AC Cloud Web Security (All PC’s)



Gartner Implicit View of BYOD Strategy Leader

Only Cisco is the Leader in Each of These Key Areas

llllllllllllll ~ -~
1 - 1 ”
§ % Juriper Networks
3 orol
WLAN S e o —
MQ £ foroe < Aercoiv Networks Q £ | Awnouase
M » Aicatel-Lucent
Enterasys/Siemens,
} Extromo Notworkss ®
U
niche players visionaries
~ of Viion be———
challengers leaders
™ ~ )
® Juniper Networks }
: s =)
g g " eForsseon
SSL VPN § e | o Policy 2 )
z g ® McAfee
M Q 3 ) M Q B Trustwave .:"‘* W Netviprks)
Ultra MOI'IIG!. Gheck Point S are Technologies :
®Sangfor Technologies
Technology Nexus,
nnnnn players visionaries g

completeness of vision F———p
As of December 2011

I
w all four leader quadrants c




BYOD at Cisco
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Cisco-on-Cisco Client Mix

Cisco

welbex
=/ online

meetings/yr.

= BlackBerry Devices
- -1.6% Growth |
6,700+

2,185

Other Devices
-3.8% Growth

Linux Desktops

B & oo
T

87,000+

Windows PCs g i
2

12,000+

Apple Macs

5,234

Android Devices
9.5% Growth

iPhones
3.9% Growth
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Cisco-On-Cisco Realized Gains

32% 20%
more users fewer cases

30 minutes 25% 17 weeks

per day per year savings faster acquisition
more productivity using VXI integration
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