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What is Network Detection and Response

Detect abnormal system behaviors by applying behavioral
analytics to network traffic data.

Market Guide for Network Detection and Response
Published 14 December 2022 - ID GD0730869 - 34 min read
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Overview
Key Findings

The network detection and response (NDR) market continues to grow steadily at
22.5%, per the latest Gartner security forecast, despite increased competition from
other platforms.

As early adopters enter a renewal phase, incident response and orchestration

OT/loT

workflows gain more weight during the evaluation.

A handful of NDR vendors capture most of the attention in the market. Organizations
. . with specialized detection use cases would benefit from mixing known vendors with
Provide (manual or automatic) emerging local layers in thei hortists

response capability

Recommendations

To develop their network detection and response capabilities, security and risk
management leaders should:

Complements other technologies, which trigger alerts
primarily based on rules and signatures, by building heuristic
models of normal behavior and spotting anomalies

o © Fortinet Inc. All Rights Reserved.



Prezentujúci
Poznámky prezentácie
At a high level, NDR is leveraging “big data,” artificial intelligence, and machine learning to analyze network metadata to detect anomalous and malicious behavior. You can see the snippet of the Gartner market guide here. 


A
The SOC Visibility Gap

. Visibility of all devices: managed, Visibility of all networks: Visibility of all traffic/protocols:
But gaps remain unmanaged, including loT and WFH Q on-prem, private, or public cloud ° North-South-East-West
T~
Endpoint Detection and Response
a “EDRs identify threat actor behaviors on protected endpoints”
&)
c
o
=
O
[b)
=
L
SIEM
“SIEMs aggregate alerts and logs”

- . Privilege Defense Credential Lateral Command and

Early-Stage Attack Late-Stage Attack
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Most mature SOC teams leverage the MITRE framework to investigate and respond to attacks
Helps answer: How did the attacker get in? How are they moving around? You can drill down into each of these stages and steps of a threat
From detection to mitigation

The framework provides a set of detailed drill down into several stages or category of attack behavior

Three primary tools are:

[NEXT] SIEMs that collect and correlate data from many IT and Security Systems. While the data spans the breadth of the ATT&CK lifecycle, logs and alerts don’t include the level of detail that’s needed to understand the broader context and activity of an attacker. Remember, logs come from the same tools that let the attack through in the first place.

As a standalone tool, SIEMs are not sufficient.

[NEXT] 
EDRs are good at identifying unusual behavior living on endpoints but you have to install an EDR on each endpoint. With the agent you get good visibility into what the attacker is doing on that device, 
But still EDRs also lack a broader context of an attacker’s activity across the organization and on endpoints without EDR agents. They are best at the early stage of the ATT&CK lifecycle.

"[NEXT] That’s why something more than EDR and SIEM is needed – the missing piece is NDR – a holistic understanding of an attacker’s behavior and activities - makes the data from EDRs and SIEM even more effective. 

NDRs are strong in uncovering ATT&CK behaviors after initial exploitation such as credential access, discovery, lateral movement, command and control, and exfiltration."

The combination of EDR, SIEM, and NDR create the SOC Visibility Triad
















 


Full SOC Visibility Achieved

“NDRs complete the SOC'’s visibility and identify threat actor
behaviors across the MITRE ATT&CK framework”

Effectiveness

SIEM

o . Privilege Defense Credential Lateral Command and

Early-Stage Attack Late-Stage Attack

amR 0 a
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Most mature SOC teams leverage the MITRE framework to investigate and respond to attacks
Helps answer: How did the attacker get in? How are they moving around? You can drill down into each of these stages and steps of a threat
From detection to mitigation

The framework provides a set of detailed drill down into several stages or category of attack behavior

Three primary tools are:

[NEXT] SIEMs that collect and correlate data from many IT and Security Systems. While the data spans the breadth of the ATT&CK lifecycle, logs and alerts don’t include the level of detail that’s needed to understand the broader context and activity of an attacker. Remember, logs come from the same tools that let the attack through in the first place.

As a standalone tool, SIEMs are not sufficient.

[NEXT] 
EDRs are good at identifying unusual behavior living on endpoints but you have to install an EDR on each endpoint. With the agent you get good visibility into what the attacker is doing on that device, 
But still EDRs also lack a broader context of an attacker’s activity across the organization and on endpoints without EDR agents. They are best at the early stage of the ATT&CK lifecycle.

"[NEXT] That’s why something more than EDR and SIEM is needed – the missing piece is NDR – a holistic understanding of an attacker’s behavior and activities - makes the data from EDRs and SIEM even more effective. 

NDRs are strong in uncovering ATT&CK behaviors after initial exploitation such as credential access, discovery, lateral movement, command and control, and exfiltration."

The combination of EDR, SIEM, and NDR create the SOC Visibility Triad. 

Once an organization has achieved the SOC visibility triad, a SOC can focus on hunting for threats on the network.
















 


FortiNDR Key Concept - Deployment Model

FortiNDR FortiNDR Cloud

On-premises analytics SaaS-based, cloud-native analytics

Sensor Cloud-Native

Al / ML / Intel Portal

© 6 @

Data
Storage

On-Prem

Sensor

OT/loT

OT/loT
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FortiNDR Advanced Malware Detection
Patent pending # U.S. Serial No.: 16/053,479

Binary Scripts

Feature
Extraction

* Text Parser (script),

Disassembler (PE)
* De-obfuscate
» Unpack

Code
Blocks

R
G%?SB

Code Blocks

* Average 3000+
per file

Output layer

Input layer

Artificial Neural Network

» Features DB
* 6mil+ Features
* GPU/hardware accelerated

Feature
Matching

* Match
e Count
* Prioritize

Verdict

g

wJ

Downloader

Result = Malicious
(or Clean)

Features Detected # e.g.
» Downloader = 26

* Trojan features = 5

* Ransomware = 2
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*ANIMATED SLIDE*

This slide illustrates the flow with FortiNDR file analysis malware detection. 

In sniffer or integrated mode, FortiNDR will receive files on network, whether they are executables or scripts or HTML traffic, it will go through stages:
Feature extraction – this is where FortiNDR will engage the PE engine and text based engine, De-obfucscate and UNPACK malware (note customers are buying years of unpacking malware experience here)
Then a typical file will be , on average, broken down into 5000+ CODE BLOCKS (note this is almost at assembly/instruction level), and
These code blocks will enter the pretrained Neural Networks which will use its custom hardware to ACCELRATE processing
In conclusion FortiNDR will scientifically classify the malware (based on feature count), whether it is INFOSTEALER, CoinMining, RANSOMEWRE (in disguise) etc. 



FortiNDR Architecture

Fortiweb
(ICAP client)

FortiProxy /07:‘
(ICAP client) ‘.0

L

FortiGuard \/

Neural Network &
NDR Updates

HQ FortiGate

FortiGate(s) l l l

%
FortiSandbox |/'\-4

FortiMalil M

L

4-------

JES

(Inline Blocking) | | |

File submissions

FortiNAC
Quarantine

\ {. FortiSIEM
/l Dashboards

FortiNDR
(ICAP Server)

Sniffer / SPAN
SMB v2, Web and
Email Traffic

JES

Worms / Lateral Movement

FortiAnalyzer
CJ Logging and
Reporting

[~ ) FOriSOAR

X File submission

3 Party API

SYSLOG
Email
SITX / JSON

Response Integration
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FortiNDR is part of the Fortinet security fabric, it has two modes: integrated and sniffer mode. 

Sniffer mode supports scanning of files (up to 100 files / hour, faster than any sandbox in market), also analyze traffic at the same time.

FortiNDR architecturely supports the following:
- non intrusive sniffer operations
No Sensors or agent required
supports inline blocking with FortiGate (v7.0.1+)
Sniffer and/or Integrated mode
FortiGuard Update 

It can integrate with many Fortinet and 3rd party products
In ”Response” in ND”R”, it can SYSLOG to FortiAnalyzer and FORTISIEM, integrate with FortiSOAR for playbooks integration, also calling 3rd Party devices via webhook (from FortiNDR), quarantine with FortiNAC etc



B
@:{ FortiNDR Response

Understanding Enforcement and Automation Profiles

Events Trigger
e.g. Network Attacks
|IOC Campaigns
Encrypted attacks
Malware Events etc

|IOC Campaigns

D Malware Events

Encrypted attacks

Network Attacks

Weak Cipher

[l

Enforcement Profile(s)

FortiGate quarantine

Automation Profile(s)
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FortiNDR can have different conditions set (called enforcement profile) and apply automation action (e.g. FG/Fswitch/FNAC quarantine / 3rd party webhook) to trigger response action


FortiNDR Cloud -

Architecture

e Sensors

» Cloud-Native backend
» Detection & Analytics

 Cloud Data Warehouse
» Portal/API

Overview

Sensor

Sensor

OT/loT

Sensor

Cloud-Native

Al / ML / Intel Portal

Data
Storage

<MetaData>
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Protocols and Events

Event overview ‘
Event data == | |
. - — o B e
. FLOW fields . i = \

. : ) ) piene 1 L E-
« Basic connection information s 7o iy !
- Extracted Entity and related properties | £3| =z . = ‘
 Extracted data properties $B| mmme  CRED é—?;:f_l e
i — §& B |
» Common properties ) — i
« Common event information (event type, e T 00t sy s S e —
sensor, customer info, etc.) TS ) e e ‘

1. "detail2”: “imporied by user 668"}

« Additional Protocol-specific and 58~ e e 5 |
1 1 Y mﬁ 2r'::r |
Application-specific metadata SEES B |
geo_distance 1
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FortiNDR Cloud Deployment Architecture

Sensors with "Guided” SaaS portal

aws
/ 5 Azure

Cloud Sensors

Cloud
(customer)

©

N\

Detect & Investigate
Threats Hunting

Appliance Sensor (large)

v

'
> .
‘
e by
y

data FortiNDR Cloud Cloud Portal
(365 days retention)

@

Technical Success Manager

Enterprise Meta
HQ .
VM Sensors
Retail
=
il

Appliance Sensor

Remote Branches (small)

(TSM) “Guided-SaaS”
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FortiNDR Cloud - Defau

#  Default Dashboard ~

MITRE ATT&CK

Detections Activity

MNotable Detection Rules (28 total)
Executable Retrieved with Minimal HTTP Head... 4 pevices
Executable in Root of Web Directory 3 oevices
Executable Binary or Script from VPS 3 oevices

Trickbot Banking Trojan SSL Certificate 2 opEvices

Investigations

Peter Steyaert - 20...

Philip Beck - 2023...

IcedID Banking Tro...

Logdj Investigation

Go to MITRE Coverage Dashboard

027 - 0402 I 04103 - 04/09

Pater 5.

Philip B.

Philip B,

Chrig B.

It Dashboard

Entity ~ | @

Observations

B 0. &
@ + @

Confidence: All

Observation Title 03/27 - 04/02 04/03 - 04/097 % Change

% HTTP C2 Similarity
® New and Unusual NTLM Authentication

® TCP Device Enumeration

Resolved Detections

B Auio Resoived [ Falsa Posiive

o
0730311 I0IIORIT  I0930323 I0OI0339  I030404

]

6

(]
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We start with the default dashboard. This is the first thing a FortiNDR Cloud user will see when they log into the tool. A few things that I want to call your attention to: 

1. All times are in UTC, this ensures your security team is all working within the same time zone and gives all detections a unified context. 



.

Default Dashboard — Detections Activity

@ FortiNDR Cloud @ Dpashboard ) Detections Q, Investigations 2 Reports [Q,.

# Default Dashboard ~

‘ Entity v ] © 1533:58UTC @ chrisB § NDRDemov B3I~ @ ~ £~

MITRE ATT&CK

Reconnaissance  Initial Accass

Detections Activity

8 8

Exacution

H R

Parsistence

4 4
0 0 | 0N o

Privilege  Defense Evasion Credaential
Escalation Access

1 1

Discovery

(a] § (o

Lataral
L

Go to MITRE Coverage Dashboard
T 03/27 - 04/02 W 04/03 - 04/09

58 658

78 T
o
o 0 - 0 0

Caollaction Command and Exdfiltration Impact
Control

G + M

Detections Activity compares detections
from previous week to current week.

All detections are mapped to MITRE
ATT&CK
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The first part of the dashboard that I’d like to point out is the “Detections Activity” section. This section aggregates detections, maps them to the MITRE ATT&CK framework and compares the totals from the current week to the previous week. This is a helpful snapshot of what’s happening in your environment and any attacker activity. 


The Default Dashboard - Observations

@ FortiNDR Cloud @ pashboard ) Detections Q Investigations 2 Reports [Q,: ‘ Entity v ]0 15:33:58UTC @ chrisB [f NDRDemov [ @ v L2~
e
C @ +

Observations Confidence: | All

Observations are advanced analytics provided by Observation Title 03/27-04/02 04/03-04/097 % Change
FortiGuard Applied Threat Research team. HTTP C2 Similarity 6

® New and Unusual NTLM Authentication 3

Observations showcase potential anomalous O [ ——
activity on the network and serve as threat
hunting leads.
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Next, let’s discuss Observations. Our Applied Threat Research (ATR) team defines observations as potential suspicious activities or anomalies that are happening on the network. We can filter Observations by confidence level using the pulldown in the top right corner of the screen. This current view lists all confidence levels. 


Default Dashboard - Investigations

GI\) FortiNDR Cloud @ pashboard ) Detections Q Investigations 2 Reports |Q Search
SR

‘ Entity v ] © 1533:58UTC @ ChrisB [ NDRDemov B3v @ ~ £t~

Investigations
Name
Peter Steyaert - 20...
Philip Beck - 2023...
IcedID Banking Tro...

Logdj Investigation

Last Modified By
Peter S.
Philip B.
Philip B.

Chris B.

Investigations provides information on
current status, number of days open and
who last modified the investigation
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We also provide insight into current investigations. Because our investigations can be conducted in parallel across your security team, this section of the dashboard gives you insight into the status, number of days open and who last modified the 5 latest investigations occurring in your environment. 


FortNDR Cloud Detections

@& > Detections > Rules

Detection Rules

31 Rules Search | Search text Severity JEUM H
Kerberoasting
g every: [
Attack: Infection Vector -

Internal: Fileless Service Creation

i\;!:.ad;:.l;ajleralmoven\enl hichid m
Emotet Banking Trojan Download
: Nla‘c‘k.—.I:nlstallation s

Executable Binary or Script Download via Wget or cURL

ML Y v Order By: Severity ~ +

m (uTE) .

M. 2022-07-24 15:26 (UTC) AUTHOR. Gigamon
2022-07-21 10:45 {UTC) THOR Gigamon
2022-07-2508:03 AUTHOR Gigamon Demo
Modem

= @ =

IQL Query
» Defines
detection

event
criteria

Detection Rules

Search QR T
Kerberoasting
1 [t |
Internal: Fileless Service Creation
2

Emotet Banking Trojan Download
1

E Executable Binary or Script Downl...

1 HIGH

| Z@z Kerberoasting severTy ([

2021-02-26 00:32

Attack: Infection Vector (UTC) ARY E T1558.003 -
N 2027-1219 F J N METE Automanc-  Kerberoasting
08:26 (UTC) After 3 weeks 5 Fi Procedure
EN 2022-07-24 AVIORS: Espionage,
15:26 (UTC) Ransomware
Description

This logic is intended to detect an amack known 25 Kerberoasting, by looking for higher confidence
obsarvations which identify high service diversity in Kerberos ticket-granting senvice (TGS) requests with
RC4 encryption. Certain domain services requine that a doman 3ccount is associated 1o them via a Service
Principle Name (SFN). Any suthenticated domain user can request a TGS ticket for azcounts with an SPN
et and if that ticket is encrypted with ciphers such as RC4, the service's password hash may be vuinerable
to an offline brute force attack

Kerberoasting attacks often involve an adversary requesting tickets for many of thess service accounts in
hopes that one of them uses a weak password

DEVICES IMPACTED

Ll

Description

Rule A signature and other parameters to detect something (event)

Detection A unique set of events that satisfy a rule

» Signature
* Metadata

» Notification

plsiceioi e Description

© Fortinet Inc. All Rights Reserved.
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* |IQL — Insight Query
Language

« SQL-like language for writing
gueries (Investigations,
Playbooks)

ThreatINSICGHT

IQL Quick

Reference Guide

NETWORK SECURITY POSTURE EXAMPLES HUNT EXAMPLES

Cloud Storage Use Over Time

http:host MATCHES '.*(dropbox.com|\.box.com).*' GROUP BY
HOUR(timestamp), src.ip

Long DNS Requests
query.domain MATCHES '.{15@,}' GROUP BY gquery.domain

3.1olosr00n3r4...

31019sr00n3r4.

Deprecated SSL Versions HTTP Post to IP Address
ssl:version MATCHES 'SSLv[2,3]|TLSv18" AND dst.internal = true AND http:host.ip != null AND method = 'POST' AND dst.internal = false
src.internal = false GROUP BY dst.ip, src.ip GROUP BY http:host.ip

10.4.80.99
10.4154.36

10.8.160.44
10.8.160.45
100102138

©Outbound SSH Sessions Possible Webshell Command Execution

src.internal = true AND dst.internal = false AND ssh:auth_success = src.internal = false AND ((uri.uri LIKE '%whoami%') OR (uri.uri
true AND dst.asn.isp NOT IN ( ‘Amazon’, 'Amazon.com’, 'GitHub, Inc.’, LIKE '%netstat%') OR (uri.uri LIKE '%ifconfigh') OR (uri.uri LIKE
*GitHub') GROUP BY dst.gea.country, dst.asn.org "%ipconfigh')) AND status_code = 208 GROUP BY uri.uri

Mhoami 24
Jwhoami?r=http:/fp.alocdn.com/c/3843/i/CODKIE_UID/p gif 9
Jusers{B10/isitorsfwhoami 5
Nive/boost/netstate/ ste track config_resp 2
fcq;:‘]ﬁ?:tion5/52536:!B&?EES—mD}SZaf—BSﬂeadlﬁﬂ c/answers?apiAc- 9
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Detection Rules

ﬂ FortiNDR Cloud @ pashboard € Detections Q Investigations =¥ Reports | Qs

# > Detections > Rules

Detection Rules

Emotet Banking Trojan Download PFOVIdeS addltlonal COﬂteXt fOF eaCh
CATEGORY: Attack Installation SEVERITY: CONFIDENCE: LAST SEEN: 2023-04-0912u . . .

detection based on severity, confidence,
LAST SEEN: 2023-04-10 101 and riSk

Executable Binary or Script Download via Wget or cURL
CATEGORY: Attack Installation SEVERITY: CONFIDENCE:

Trickbot Banking Trojan SSL Certificate
CATEGORY: Attack: Command and Control SEVERITY: COMFIDENCE: LAST SEEN: 2023-04-09 15:(
IcedID Banking Trojan HTTP GET Request

CATEGORY: Attack: Command and Control SEVERITY: CONFIDENCE: LAST SEEN: 2023-04-09 10:(

Trickbot HTTP Server Response

CATEGORY: Attack: Command and Control SEVERITY: CONFIDENCE: LAST SEEN: 2023-04-0913:!

Trickbot Staging Download
CATEGORY: Attack: Installation SEVERITY: CONFIDENCE: LAST SEEN: 2023-04-09 14:(
Trickbot Data Exfiltration

CATEGORY: Attack Exfiltration SEVERITY: COMFIDENCE: LAST SEEN: 2023-04-09 15:(

Enumeration of Domain Objects

CATEGORY: Attack: Discovery SEVERITY: COMNFIDENCE: LAST SEEN: 2023-04-06 10:!

Qbot Payload Download

CATEGORY: Attack: Installation SEVERITY: COMNFIDENCE: LAST SEEN: 2023-04-09 14:(

Trickbot HTTP Exfiltration

CATEGORY: Attack: Exfiltration SEVERITY: CONFIDENCE: LAST SEEN: 2023-04-09 13:!
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Let’s move on to Detections. FortiNDR Cloud delivers high fidelity adversary detections that are continuously updated by our Applied Threat Research (ATR) team. The ATR team uses a combination of Machine Learning, behavioral and human analysis to create relevant detections that help weed out false positives. The screen that you see here is how we provide additional context for each detection based on severity, confidence and risk. 


Investigations

demox 2 e
Created by: David Torres  demox 2

Total Queries:0 [ Completed:0 | Running:0 [ Queued: 0

Add a New Query

Name:
Ip In question

Query:

src.ip = 18.18.31.5 @

* One or more queries to
the events collected

Actions ~ Sort by timestamp Decending ~ Last 7 Days v Retrieveupto 100 v rows Enable Facets @ Cancel

+  Add Quary

« Essential for
collaboration in hunting

demo x 2 o+
Created by: David Torres  demo x 2

Total Queries:1 [ Completed: 1 | Running:0 || Queued: 0

O < Query: Ipin question - 2022-07-14 18:51 (UTC) '/!

seip=1010315

View Results 2027-07-07 17:25 {UTC) to 2022-07-14 17:24 {UTC)

By: David Torres = 100 Events

.|
o
.|

@ Add Query B Add Playbook Bl Add Note
& > Investigations > demox2 > Results
Investigation Results | demo x 2 | Ip in question
src.ip = 18.10.31.5 Actions ¥ 2022-07-07 17:25 (UTC) - 2022-07-14 17:24 (UTC)
Refine Search & ) ) ) @ clone uery .
Showing first 100 events, sorted by timestamp descending n - MHoesv
Create a Detection
Search Properties Q All ®
_ e @ e I @ restamp i hos
answers.ip
X500 & 10.10.31.5:49722 = 23.221.224.81:443 122-07-14 08:01:21 2
o430 [N
X509 & 10.10.31.5:49723 = 23.221.224.81:443 122-07-14 08:01:21 2
e ]
@ 18400.0/8 Y SSL @ 10.10.31.5:49722 1 23.221.224.81:443 122-07-14 08:01:21 Z
O © 23.221.224.48 N | SSL & 10.10.31.5:49723 1 23.221.224.81:443 122-07-14 08:01:21 2
osx ] FLOW @ 10.10.31.5:49722 =1 23.221.224.81:443 122-07-1408:0121 Z
P m— o p—
r 1 1
H =

© Fortinet Inc. All Rights Reserved.
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. .
Investigations

New Investigation
Investigation name:

New Investigation

Investigations can be created in
parallel across the security team. |

Description:

(5 e
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There are a variety of ways to start an investigation. This demo just covers one particular method. But once an investigation is created, they can be shared and modified across your security team in parallel. 


Playbooks

Add Playbook

Playbook: Hunting: Identify Unusual User Agents

DESCRIPTION CATEGORY Defense Evasion
idarttify and display atypical User Agent 10 One o Mone fous or likely ised hosts hittp, busting

» A pre-configured set of queries

B 20220707 - 20220714 v [] Enable Facets @
Varizbles

stcip Q)

» Assists hunting for specific threats

Press “tab” o ‘enter* 1o add an item

Playbook Queries - 1 total

. .
C re ate d al I d I I I al I I tal I l e d by ‘ \ I I t hitpesreip 1N { 10.10.31.5 ) AND user_agent != null AND ises_agent NOT IN (Windows Microsoft Windows 10 Enterprise ZTunnel/ 1.0, Microsoft-CryplaAPI/ 1000, ‘GCSLGCSP 3.13.6, NewRelic-JavaAgentf4.12.1 (java 1.8.0_202 amdé4Y, ‘Mozilla/4.0 (compatible; MSIE
8.0; Windows NT 5.1; Trident/4.0), WMozillas5.0 (Windows NT 10.0; Winé4; x64) AppleWebkit/537 36 (KHTML, like Gecko) Chrome/92.0.4515.131 Safari/537 36", 'GCSL_GCSP 3.05.4.1615, 'Go-http-client!1.7", 'Microsoft BITS/7.8', 'GTAM Nanc, ‘Mozilla/5.0 (Windows NT

10.0; WOWBS; Trident/7.0; rv:11.0) like Gecko', ‘Mazilla/5.0 (Windows NT 10.0; Wins4; x64) 36 (KHTML, ) Chrome/92.0.4515.107 Safarl/537.36", ‘comhitp, | 100.0.0.0, ‘Apach 5.2 (Java/1.8,0_211). Mezilla/s.0
te a I I l (Windows NT 10.0; Win6d; x64) AppleWebKit/S37,36 (KHTML, like Gecko) Chrome/31,0,4472.124 Safarif537.36. ‘Micro Focus Comman Client/1.16.7, NewRelic-Javahgent/5.4.0 (java 1.8.0_222 amd64)) GROUP BY user_agent
Created by: David Torres demox 2
Total Q 2 [ completed:2 || o [Ha i: 0
< Query: Ip in question - 2022-07-14 18:51 (UTC) )
sre.ip =10.10.31.5 2022-07-07 17:25 (UTC) to 2022-07-14 17:24 (UTC) By: David Torres = 100 Events =-
< Playbook: Hunting: Identify Unusual User Agents - 2022-07-14 19:00 (UTC) )
DESCRIFTION CATEGORY Defense Evasion =-
Identify and display atypical User Agent Strings related to one or more suspicious or likely compromised hosts KEYWORDS http, hunting
VARIAEBLES:
= srcip: 10.10.31.5
httpisre.ip IN (10.10.31.5) AND user_agent != null AND user_agent NOT IN ('Windows Microsoft Windows 10 Enterprise ZTunnel/1.0',
‘Microsoft-CryptoAPI/10.0°, 'GCSL_GCSP 3.13.6', ‘NewRelic-Javaigent/4.12.1 (java 1.8.0_202 amd64)', "Mozilla/4.0 (compatible; MSIE 8.0;
Windows NT 5.1; Trident/4.0), 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.131
. Safari/537.36" 'GCSL_GCSP 3.05.4.1615", ‘Go-http-client/1.71", ‘Microsoft BITS/7.8", 'GTAM Nang', ‘Mozilla/5.0 (Windows NT 10.0; WOW64; 2022-07-07 18:57 (UTC) to 2022-07-14 18:57 (UTC) By: David Torres = S54Events =-.
Trident/7.0; rv:11.0) like Geckd, 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107
Safari/537.36", 'ccmhttp’, 'RestSharp/100.0.0.0', ‘Apache-HttpClient/4.5.2 (Java/1.8.0_211), '"Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36", 'Micre Focus Commen Client/1.16.7', 'NewRelic-
JavaAgent/5.4.0 (java 1.8.0_222 amd64)) GROUP BY user_agent

© ¢ Notes - 2022-07-14 19:03 (UTC) )

David Torres:
Continue to investigate metadata from top 3 User Agents found

-MICROSOFT_DEVICE_METADATA_RETRIEVAL_CLIENT
-Microsoft-WNS/10.0

R -WIinHTTF loader/1.0




Playbooks

< ThreatINSIGHT

Add Playbook

Search Playbooks

Hunting: Identify Potential Exploitation of F5 Devices

DESCRIPTION
This playbook collects different mechanisms for identifying potential exploitation of vulnerabilities in F5 devices on
network boundary.

Hunting: Identify Path Traversal Attempts Against Hosts

DESCRIPTION

Identify attempts to leverage path traversal for information leakage or possible exploitation against a list of hosts. Path
traversal activity is common for scanners and other low-priority events, making it unhelpful as a detection. This
playbook is designed for focused query of specific hosts as part of an investigation.

Hunting: Identify Unusual User Agents

DESCRIPTION
Identify and display atypical User Agent Strings related to one or more suspicious or likely compromised hosts

Hunting: Identify Attempted Communication to Suspicious TLDs

DESCRIPTION
Identify traffic associated with suspicious TLDs from one or more hosts

Hunting: Log4J

DESCRIPTION
This playbook contributes towards the inventory of hosted java applications, searches for server outbound connections,
as well as log4j specific scanning activity.

Hunting: ldentify Protocol Type Mismatiches

VARIABLES dst.ip
QUERIES 2

VARIABLES destiP
QUERIES 2

VARIABLES src.ip
QUERIES 1

VARIABLES src.ip
QUERIES 2

VARIABLES src.ip
QUERIES 7

CATEGORY
KEYWORDS

CATEGORY
KEYWORDS

CATEGORY Defense Evasion
KEYWORDS http, hunting

CATEGORY
KEYWORDS

CATEGORY
KEYWORDS

Er cig

on Demo Modern ~

EE Select

Developed FortiGuard Applied Threat Research (ATR) team, Guided Playbooks are based on real-world
attacker behavior and are refined based on the latest threat intelligence.
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Prezentujúci
Poznámky prezentácie
Once you've created an investigation, you can easily add one of FortiNDR Cloud’s Guided Playbooks. 

Guided Playbooks allow incident responders to quickly pivot from detections to searching for events. These playbooks, developed by Gigamon’s Applied Threat Research team, are based on real-world attacker behavior and are refined based on the latest threat intelligence.

FortiNDR Cloud provides you with a host of playbooks that can easily be added to your investigations



Reports

» 2 pre-configured report types
* Network Security Posture Report
» Detections Report

e Reports features
* High-level summary
 Interactive links within report
» Exact queries provided
e Printable to PDF

« Report date range
o 7 days by default
* Up to 3 months

4 > Reports > Network Security Posture Report

[=] SSH Connections

RATING 3
HIGH
Total Internal Hosts Receiving SSH Connections
OVERVIEW
Secure Shell (SSH) is a cryptographic network protocel for operating network services securely over an 2

unsecured network and was designed as a replacement for Telnet. SSH provides a secure channel over an
unsecured network in a client-server architecture, connecting an SSH client application with an SSH
server. Common applications include remote command-line login and remote command execution,
however other network services can be secured with SSH. The protocol specification distinguishes 1
between two major versions, referred to as SSH-1 and SSH-22. Exposing the SSH service on a host to the
Internet leaves the host vulnerable to brute-force attacks that could result in unauthorized remote access

Total Hosts Receiving Inbound External SSH Connections

Total Hosts Receiving Internal SSH Connections
to the system. Such hosts should be reviewed to ensure they are securely configured. 2

Total External Hosts Receiving Outbound SSH Connections

EVIDENCE
LGA International
Oracle Cloud

Top ASNs Receiving Outbound SSH Connections

event_type = 'ssh’' AND src.internal = false AND dst.internal = true
AND auth_success = true GROUP BY dst.ip, src.asn.asn_org

© 16:03:34 UTC A Vien Yadavongsy fi Companhia Suzano Papel e Celulose ~

4 > Reports > Detections Report
ThreatINSIGHT Detections Report

Executive Summary

Gigamon ThreatINSIGHT network sensors collected network metadata. Gigamon used the collected metadata to identify suspicious and potentially malicious activity present in the environment. The findings are sun
detailed metrics are provided for each finding in their respective sections.

Detection Statistics

© Fortinet Inc. All Rights Reserved. 24



Reporting

@FO“INDR Cloud @ Dpashboard € Detections Q Investigations & Reports | Q Search

4 > Reports > Detections Report

FortiNDR Cloud Detections Report

Executive Summary

FortiNDR Cloud network sensors collected network metadata. Fortinet used the collected metadata to identify suspicious and pote

finding in their respective sections.

Detection Statistics

Total Detections

33

Resolution Metrics

Mean Time to Detect (MTTD)
7m

Detections Observed

Devices with Detections

10

Mean Time to Respond

23h

OVERVIEW

The Detections feature is the alerting mechanism for the FortiNDR Cloud solution, which is designed to

33

enable you to quickly identify and response to suspicious or known-bad activity in your network. Detection Total Detecti

rules are organized into the following high-level categories: Attack, Posture, and PUA.

10

Devices with

FortiNDR Cloud provides detailed reports on

detections in your environment.



Prezentujúci
Poznámky prezentácie
FortiNDR Cloud provides out-of-the-box reports including: security posture report and detections report to aid in compliance and audit efforts across your organizations. 


API

Working with API's

o Gather your personal token from My Profile page

 Guides are found in the portal & * ™

Token

Permanent authentication tokens

Permanent Token

Created

2021-12-12 22:2913

o Create new token

User Information

User Email:
User Name:
User UUID:
User MFA:

Description

Account Information

vien.yadavongsy@gigamon.com Account Name: Gigamon

Vien Yadavongsy Account UUID: b1f533b5-6360-494a-9f8b-9d90f1ad0207
0020dedc-23e5-42b3-844e-192026094b29

. ________________________________________________________________________________________|

4 > Help > APl and Integrations >
API and Integrations
Help Topics

Search in Help

APls

Event API

Entity API
Detection API

Sensor AP|

Event API

Content

* Query

« Saved Queries
+ Query History

» Code Examples
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Avallable Resources

FZ:RTINET b

FortiNDR Cloud

[

Pt it ety sty el bt rpcmenders.

covsage

FortiNDR Cloud Cheat Sheet

=

FZERATINET

igight

FortiNDR Data Sheet

FortiNDR Ordering Guide

F:Z:RTINET

FortiNDR Cloud Demo

FortiNDR Cloud High Level Demo

© Fortinet Inc. All Rights Reserved.
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Prezentujúci
Poznámky prezentácie
Add FortiNDRCloud email alias
For FortiNDR reach out to the local CSE team, is using the Knock ticketing system in EMEA and SMART system


F:=RTINET
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