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What is Network Detection and Response
Detect abnormal system behaviors by applying behavioral 
analytics to network traffic data. 

Complements other technologies, which trigger alerts 
primarily based on rules and signatures, by building heuristic 
models of normal behavior and spotting anomalies

Sensor

Sensor

Sensor

Cloud 

On-Prem

OT/IoT

Analyze N/S and E/W Network 
Traffic in (near) real-time

Provide (manual or automatic) 
response capability

Behavior-based (non-signature) 
modeling for threat detection

Prezentujúci
Poznámky prezentácie
At a high level, NDR is leveraging “big data,” artificial intelligence, and machine learning to analyze network metadata to detect anomalous and malicious behavior. You can see the snippet of the Gartner market guide here. 
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The SOC Visibility Gap

SIEM

Early-Stage Attack Late-Stage Attack

Endpoint Detection and Response

But gaps remain

“EDRs identify threat actor behaviors on protected endpoints”

“SIEMs aggregate alerts and logs”
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Poznámky prezentácie
Most mature SOC teams leverage the MITRE framework to investigate and respond to attacks
Helps answer: How did the attacker get in? How are they moving around? You can drill down into each of these stages and steps of a threat
From detection to mitigation

The framework provides a set of detailed drill down into several stages or category of attack behavior

Three primary tools are:

[NEXT] SIEMs that collect and correlate data from many IT and Security Systems. While the data spans the breadth of the ATT&CK lifecycle, logs and alerts don’t include the level of detail that’s needed to understand the broader context and activity of an attacker. Remember, logs come from the same tools that let the attack through in the first place.

As a standalone tool, SIEMs are not sufficient.

[NEXT] 
EDRs are good at identifying unusual behavior living on endpoints but you have to install an EDR on each endpoint. With the agent you get good visibility into what the attacker is doing on that device, 
But still EDRs also lack a broader context of an attacker’s activity across the organization and on endpoints without EDR agents. They are best at the early stage of the ATT&CK lifecycle.

"[NEXT] That’s why something more than EDR and SIEM is needed – the missing piece is NDR – a holistic understanding of an attacker’s behavior and activities - makes the data from EDRs and SIEM even more effective. 

NDRs are strong in uncovering ATT&CK behaviors after initial exploitation such as credential access, discovery, lateral movement, command and control, and exfiltration."

The combination of EDR, SIEM, and NDR create the SOC Visibility Triad
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Full SOC Visibility Achieved

Network Detection and Response
“NDRs complete the SOC’s visibility and identify threat actor 

behaviors across the MITRE ATT&CK framework”
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Endpoint Detection and Response

Prezentujúci
Poznámky prezentácie
Most mature SOC teams leverage the MITRE framework to investigate and respond to attacks
Helps answer: How did the attacker get in? How are they moving around? You can drill down into each of these stages and steps of a threat
From detection to mitigation

The framework provides a set of detailed drill down into several stages or category of attack behavior

Three primary tools are:

[NEXT] SIEMs that collect and correlate data from many IT and Security Systems. While the data spans the breadth of the ATT&CK lifecycle, logs and alerts don’t include the level of detail that’s needed to understand the broader context and activity of an attacker. Remember, logs come from the same tools that let the attack through in the first place.

As a standalone tool, SIEMs are not sufficient.

[NEXT] 
EDRs are good at identifying unusual behavior living on endpoints but you have to install an EDR on each endpoint. With the agent you get good visibility into what the attacker is doing on that device, 
But still EDRs also lack a broader context of an attacker’s activity across the organization and on endpoints without EDR agents. They are best at the early stage of the ATT&CK lifecycle.

"[NEXT] That’s why something more than EDR and SIEM is needed – the missing piece is NDR – a holistic understanding of an attacker’s behavior and activities - makes the data from EDRs and SIEM even more effective. 

NDRs are strong in uncovering ATT&CK behaviors after initial exploitation such as credential access, discovery, lateral movement, command and control, and exfiltration."

The combination of EDR, SIEM, and NDR create the SOC Visibility Triad. 

Once an organization has achieved the SOC visibility triad, a SOC can focus on hunting for threats on the network.
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FortiNDR FortiNDR Cloud

On-premises analytics SaaS-based, cloud-native analytics

FortiNDR Key Concept - Deployment Model
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Sensor

Sensor

Cloud 
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Sensor

Sensor Cloud-Native

Data 
Storage

AI / ML / Intel Portal
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FortiNDR Advanced Malware Detection
Patent pending # U.S. Serial No.: 16/053,479

Binary Scripts

Files

Feature 
Extraction
• Text Parser (script), 

Disassembler (PE) 
• De-obfuscate
• Unpack

Code
Blocks

Code Blocks
• Average 3000+ 

per file

Verdict

Downloader

Result = Malicious 
(or Clean)
Features Detected # e.g.
• Downloader = 26
• Trojan features =  5
• Ransomware = 2

Artificial Neural Network
• Features DB

• 6mil+ Features
• GPU/hardware accelerated

Feature 
Matching
• Match 
• Count
• Prioritize

Input layer Output layer

Prezentujúci
Poznámky prezentácie
*ANIMATED SLIDE*

This slide illustrates the flow with FortiNDR file analysis malware detection. 

In sniffer or integrated mode, FortiNDR will receive files on network, whether they are executables or scripts or HTML traffic, it will go through stages:
Feature extraction – this is where FortiNDR will engage the PE engine and text based engine, De-obfucscate and UNPACK malware (note customers are buying years of unpacking malware experience here)
Then a typical file will be , on average, broken down into 5000+ CODE BLOCKS (note this is almost at assembly/instruction level), and
These code blocks will enter the pretrained Neural Networks which will use its custom hardware to ACCELRATE processing
In conclusion FortiNDR will scientifically classify the malware (based on feature count), whether it is INFOSTEALER, CoinMining, RANSOMEWRE (in disguise) etc. 
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FortiGuard 
Neural Network & 
NDR Updates

FortiNDR
(ICAP Server)

Worms / Lateral Movement

File submissions

Sniffer / SPAN
SMB v2, Web and 
Email Traffic

FortiSIEM
Dashboards

FortiGate(s)

HQ FortiGate
(Inline Blocking) 

FortiSOAR
File submission

FortiWeb
(ICAP client) 

Internet

FortiNDR Architecture

FortiAnalyzer
Logging and 
Reporting

3rd Party API
SYSLOG
Email
SITX / JSON

FortiNAC
Quarantine

Response Integration

FortiProxy
(ICAP client) 

FortiSandbox

FortiMail

Prezentujúci
Poznámky prezentácie
FortiNDR is part of the Fortinet security fabric, it has two modes: integrated and sniffer mode. 

Sniffer mode supports scanning of files (up to 100 files / hour, faster than any sandbox in market), also analyze traffic at the same time.

FortiNDR architecturely supports the following:
- non intrusive sniffer operations
No Sensors or agent required
supports inline blocking with FortiGate (v7.0.1+)
Sniffer and/or Integrated mode
FortiGuard Update 

It can integrate with many Fortinet and 3rd party products
In ”Response” in ND”R”, it can SYSLOG to FortiAnalyzer and FORTISIEM, integrate with FortiSOAR for playbooks integration, also calling 3rd Party devices via webhook (from FortiNDR), quarantine with FortiNAC etc
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FortiNDR Response 
Understanding Enforcement and Automation Profiles

Events Trigger
e.g. Network Attacks
IOC Campaigns
Encrypted attacks 
Malware Events etc

Enforcement Profile(s)

IOC Campaigns

Network Attacks

Encrypted attacks 

Malware Events

Weak Cipher

Automation Profile(s)

FortiGate quarantine

3rd Party webhook

Prezentujúci
Poznámky prezentácie
FortiNDR can have different conditions set (called enforcement profile) and apply automation action (e.g. FG/Fswitch/FNAC quarantine / 3rd party webhook) to trigger response action
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FortiNDR Cloud - Overview

• Sensors

• Cloud-Native backend
• Detection & Analytics
• Cloud Data Warehouse
• Portal/API

Architecture

Cloud 

On-Prem

OT/IoT

Sensor

Sensor

Sensor
Cloud-Native

Data 
Storage

AI / ML / Intel Portal

<MetaData>
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Event data
• FLOW fields

• Basic connection information

• Extracted Entity and related properties
• Extracted data properties

• Common properties
• Common event information (event type, 

sensor, customer info, etc.)

• Additional Protocol-specific and 
Application-specific metadata

Event overview

Protocols and Events
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FortiNDR Cloud Deployment Architecture
Sensors with ”Guided” SaaS portal

Cloud 
(customer) 

Enterprise 
HQ

Retail

Remote Branches

Appliance Sensor 
(small)

Cloud Portal

Detect & Investigate 
Threats Hunting

FortiNDR Cloud
(365 days retention)

Technical Success Manager 
(TSM) “Guided-SaaS”

Appliance Sensor (large)

VM Sensors

Cloud Sensors

Customer Infrastructure Fortinet SaaS

Meta 
data
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FortiNDR Cloud - Default Dashboard

Prezentujúci
Poznámky prezentácie
We start with the default dashboard. This is the first thing a FortiNDR Cloud user will see when they log into the tool. A few things that I want to call your attention to: 

1. All times are in UTC, this ensures your security team is all working within the same time zone and gives all detections a unified context. 
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Default Dashboard – Detections Activity

Detections Activity compares detections 
from previous week to current week.  

All detections are mapped to MITRE 
ATT&CK

Prezentujúci
Poznámky prezentácie
The first part of the dashboard that I’d like to point out is the “Detections Activity” section. This section aggregates detections, maps them to the MITRE ATT&CK framework and compares the totals from the current week to the previous week. This is a helpful snapshot of what’s happening in your environment and any attacker activity. 
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The Default Dashboard - Observations

Observations are advanced analytics provided by 
FortiGuard Applied Threat Research team. 

Observations showcase potential anomalous 
activity on the network and serve as threat 
hunting leads.

Prezentujúci
Poznámky prezentácie
Next, let’s discuss Observations. Our Applied Threat Research (ATR) team defines observations as potential suspicious activities or anomalies that are happening on the network. We can filter Observations by confidence level using the pulldown in the top right corner of the screen. This current view lists all confidence levels. 
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Default Dashboard - Investigations 

16

Investigations provides information on 
current status, number of days open and 
who last modified the investigation

Prezentujúci
Poznámky prezentácie
We also provide insight into current investigations. Because our investigations can be conducted in parallel across your security team, this section of the dashboard gives you insight into the status, number of days open and who last modified the 5 latest investigations occurring in your environment. 
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FortNDR Cloud Detections

IQL Query
• Defines 

detection 
event 
criteria

Signature • Signature
• MetadataRule

• Notification
• Description
• Next Steps

Detection

Term Description

Rule A signature and other parameters to detect something (event)

Detection A unique set of events that satisfy a rule
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IQL

• IQL – Insight Query 
Language

• SQL-like language for writing 
queries (Investigations, 
Playbooks) 
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Detection Rules

Provides additional context for each 
detection based on severity, confidence, 
and risk

Prezentujúci
Poznámky prezentácie
Let’s move on to Detections. FortiNDR Cloud delivers high fidelity adversary detections that are continuously updated by our Applied Threat Research (ATR) team. The ATR team uses a combination of Machine Learning, behavioral and human analysis to create relevant detections that help weed out false positives. The screen that you see here is how we provide additional context for each detection based on severity, confidence and risk. 
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Investigations

• One or more queries to 
the events collected

• Essential for 
collaboration in hunting
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Investigations

Investigations can be created in 
parallel across the security team.

Prezentujúci
Poznámky prezentácie
There are a variety of ways to start an investigation. This demo just covers one particular method. But once an investigation is created, they can be shared and modified across your security team in parallel. 
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Playbooks

• A pre-configured set of queries 

• Assists hunting for specific threats

• Created and maintained by ATR 
team
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Playbooks

23
Developed FortiGuard Applied Threat Research (ATR) team, Guided Playbooks are based on real-world 
attacker behavior and are refined based on the latest threat intelligence.

Prezentujúci
Poznámky prezentácie
Once you've created an investigation, you can easily add one of FortiNDR Cloud’s Guided Playbooks. 

Guided Playbooks allow incident responders to quickly pivot from detections to searching for events. These playbooks, developed by Gigamon’s Applied Threat Research team, are based on real-world attacker behavior and are refined based on the latest threat intelligence.

FortiNDR Cloud provides you with a host of playbooks that can easily be added to your investigations
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Reports

• 2 pre-configured report types
• Network Security Posture Report
• Detections Report

• Reports features
• High-level summary 
• Interactive links within report
• Exact queries provided
• Printable to PDF 

• Report date range 
• 7 days by default
• Up to 3 months
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Reporting

FortiNDR Cloud provides detailed reports on 
detections in your environment.

Prezentujúci
Poznámky prezentácie
FortiNDR Cloud provides out-of-the-box reports including: security posture report and detections report to aid in compliance and audit efforts across your organizations. 
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API

• Gather your personal token from My Profile page

• Guides are found in the portal

Working with API’s
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Available Resources

FortiNDR Cloud Cheat Sheet FortiNDR Data Sheet FortiNDR Ordering Guide FortiNDR Cloud High Level Demo

Prezentujúci
Poznámky prezentácie
Add FortiNDRCloud email alias
For FortiNDR reach out to the local CSE team, is using the Knock ticketing system in EMEA and SMART system
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