Trust In the Cloud

Zajisteni bezpecnosti virtualnino
datacentra a jeho souladu s predpisy
a zakony
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New Threat Vectors
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Cloud threats: examples
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Careers @ Risk
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Cloud a Duvéra




Hlavni zmény na ceste ke cloudu

Enterprise IT Private Cloud Public Cloud
Trusted Simple
Controlled Low Cost
Relig Flexible

Dynamic

Virtualizace Duvéra

—

Infrastructure Q

Availabilit : Security 'Performan Cost

9090004 ngh 0.2ms $500K
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Hlavni zmény na ceste ke cloudu: krok 1

Bezpecnost virtualizace /

DOHLED - L,
(SIEM, DLP | privatni cloud
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Hlavni zmény na cesté ke cloudu: krok 2

DUVERA
(Trust =
Visibility + Control)

ezpecnost cloudu

Bezpecnost virtualizace / privatni
DOHLED cloud
SIEM, DLP, ~ oy
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Bezpecnost v cloudu
Rizeni (GRC)

Pravidla Rizika Soulad
J L e -
Uzivatelé Infrastruktura Data
(Identity) (Procesy) a
Dohled

(Detection, Visibility, Analysis)

Omezeni
(Controls)
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Je to bezpecne ? A je to v soulad: ?

« Jednoducha odpoved prov~- c“e ?
— Na bezpecnr"“ d S“. ?
= el aS

) p‘o\'

?
o a\ld o’y

O ,Vidite dovniti*? Poznate utok?
®* Kde jsou Vase data, kdo k nim pfistoupil, co se stalo ...

O Muzete vynutit pravidla a ,zméfit compliance“?
® Jaka je aktualni realita (technicka konfigurace) ?

® Co pfesné je/neni splnéno ?

O Muzete to dokazat/reportovat?

RSA
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RSA - Sada reseni (nejen) pro virtualni prostredi

* Ochrana identit, fFizeni pristupu, detekce fraudu
— Silna dvoufaktorova a multifaktorova autentizace, risk-based
— Ochrana proti fraudu
« Ochrana citlivych dat pred jejich unikem (DLP)
— Na ulozistich, na siti, na virtualnich desktopech, BYOD, ...
« Dukladny bezpecnostni monitoring a detekce
— Kompletni SIEM 2. generace: Security Analytics: Logy, Pakety,
Intelligence
» Archer GRC, zajisteni shody s legislativou a internimi
predpisy
— ,méreni/prokazovani compliance®:

* VMware (virtualni i fyzicka infrastruktura, privatni cloud)
» Cloud (compliance podle CSA)

RSA
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RSA DLP for Virtual Desktops &
Applications

New Threat Vectors

Covered: : ®
1) Copying sensitive CITR!X
data from virtual
apps & VDIto  _J [@ vmwadare

physical device

2) Saving files from
virtual apps & VDI

to physical device Key Benefits:

 No agent on
— endpoints

* Freedom &
flexibility to
BYOD

RSA EMC:
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RSA DLP: Enhanced Support for Social
Media

Dropbox B BBlogger
Google Docs n

Avoid Unauthorized Sharing

o B

+ SCHOLARPEDIA

* Advanced monitoring for posts
to popular social media sites

* Prevent company confidential
information from being leaked

- J

RSADLP T
monitors & blocks Corporate
posts to social Network

media sites

RSA
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Monitor

Log all datacenter actions

Network monitoring

Alerting

Fine grained auditing of
activity in the virtual

environment

RSA
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preventio

detection




How Fast To Detect & Act

99% of breaches led to 85% of breaches took
compromise within “days” or less “weeks” or more to
with 85% leading to data discover

exfiltration in the same time

Source: Verizon 2012 Data Breach Investigations Report

RSA
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RSA Security Analytics: Changing The
Security Management Status Quo

Unified platform for security monitoring, incident investigations
and compliance reporting

RSA Security
SIEN] Analytics curity

Compliance Re Fast & Powerful Analytics itoring /

Device XL
Log Parsin: Logs & Packets ered Analytics
E Intel, Business & IT Context . Infrastructure
Analytics Warehouse ted Intelligence

SEE DATA YOU DIDN'T SEE BEFORE,
UNDERSTAND DATA YOU DIDN'T EVEN CONSIDER BEFORE

RSA EMC

19
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RSA Security Management Compliance Vision
Delivering Visibility, Intelligence and Governance
BIG DATA ANALYTICS GOVERNANCE

Compliance

o : >

- Alerting +
Reporting

= Investigations
Incident

o) Malware Analytics (g fanacemance
- Visualization
— Data Leakage

Active
Defense +

THREAT INTELLIGENCE

RSA
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Compliance Dashboard

R QoL Keywword Search Cloud Compliance

ﬁ' Enterprise Governance, Risk and Complia

technologies

xecutive Dashboard || Policy Management || Compliance Management || Enterprize Managsment || Adminiztration || Cloud Infrastructure Security | Personali
| viware Controts Compiiance

Display: |Overﬂ|l Vi¥vare Device Compliance - | Display: |Cumbined Phyzical and Virtual Device Compliance - |

[? I Compliant | 1 ] Mot Assessed 3 I Not Compliant h |’a Il Compliant | 5 ] Not Assessed | 6 [l Mot Compliant i

Display: |Vl.1ware Device Compliance Overview - |

Device Hame & | Compliance Ratini| Combined Complian... | Automated Control Com... | Manual Control Compl... | Business Unit Type

ESX 080 o 100.00% 100.00% 100.00% Asia WHware ESX Sei#
ESX 100 v 4 100.00% 100.00% North American Services |VWMware ESX S¢
ESX 241 (¥ 100.00% 100.00% 100.00% Asia Wiware ESX Se
ESXi 001 [ 4 100.00% 100.00% 100.00% Whware ESXi S¢
ESXi002 x 82.93% 71.42% 85.28% Wilware ESXi Se
GigE Switch 202 b4 T3.58% 42.55% 51.87% Wiware Networ| =
HR DB 001 (v 100.00% 100.00% 100.00% Wilweare VI

New ESXi Server Fi North American Services | VWiMware ESXi 5¢
wCenter 001 x G4.24% 57.14% 100.00% Viware vCente
Virtual Switch 201 LY 100.00% 100.00% 100.00% Wilware NETWUI:
4 >
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Use Case: Assessing Cloud Service
Providers

RISK: Choosing the wrong service provider

= CSA Cloud Assessment Initiative

E 196 of 196 Completed £} Actions -
+Questionnaire 10t 111221 Overall Status: G
Target: NewCloud.com Submitter: |smith, bob |...]
Due Date: 5 Submission Status: | In Process v | Edit
Progress Status: [ 1 (1% Reviewer: |sm'rth. bob ||
History Log: | View History Log Review Status: | Awaiting Review " | Exit
w Quantitative Summary
Category Correct Incorrect % Correct Inherent Score Residual Score Open Findings
Compliance 15 1 g4 15 15 0
Data Governance 16 a 100 16 16 0
Facilty Security 5 0 100 5 5 0
General 1 a 100 1 1 0
Human Rezources Security 4 0 100 4 4 0
Information Security 73 1 95 73 73 0
Legal 3 1 75 3 3 0
Operationz Management 8 1 29 ] ] 0
Releaze Management g 0 100 ] ] 0
Reziliency 11 1 52 11 11 0
Rizk Management 13 0 100 12 12 0
Security Architecturs 31 1 57 | 31 0
TOTAL 190 i a7 180 190 L
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RSA reseni pro bezpecnost a compliance

- Mé,'r,itelnou compliance
" _pukazy @ reporty

O ,Vidite dovnitr*? Poznate utok?
®* Kde jsou Vase data, kdo k nim pfistoupil, co se stalo ...

© Muzete vynutit pravidla a ,zméfit compliance“?
® Jaka je aktualni realita (technicka konfigurace) ?

® Co pfesné je/neni splnéno ?

© Muzete to dokazat/reportovat?

RSA
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RSA Approach

GOVERNANCE  Manage Business Risk, PSS
Policies and Workflows
h VADVANCED Collect, Retain and Analyze Internal
ollect, Retain and Analyze Interna
VISIBILITY AND and External Intelligence y N
ANALYTICS
INTELLIGENT _ :
CONTROLS Rapid Response and Containment

Cloud Network Mobility

RSA
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RSA Approach

GOVERNANCE - RSA Archer
eGRC Suite 4
ADVANCED * RSA Security Analytics* RSA FraudAction
) 4 SIBILITY AND  RSA Spectrum + RSA CCI
Vi . RSA DLP Suite - RSA eFraud Network
ANALYTICS « RSA SilverTail « RSA NetWitness Live
* RSA Adaptive * RSA Federated Identity
INTELLIGENT Authentication Manager
 RSA Access Manager <+ RSA Data Protection
NTROL
ge QL  RSA SecurID * RSA DLP Suite
* RSA Transaction « RSA BSAFE
Monitoring

Network Mobility

RSA
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RSA Approach

Risk-based: Common, flexible platform to manage
- risk throughout entire enterprise

Contextual: Fusion of high-speed analytics and
= advanced visibility

> Agile: Controls that can be quickly adjusted based
on changing risk posture

RSA
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Otazky?

lvan Svoboda

lvan.svoboda@rsa.com

+ 420 604 293 394

RSA
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Before: Controlled Network Environment

Corporate
Users

Employees

-

RSA

Managed
Devices

Inside the Network

Remote Managed

\ Device J
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Controlled
Access Points

Network
or
VPN

—

Information on
a Network

\Server Applicationy
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Today: Any User, Any Device, Anywhere

External and Unmanaged Uncontrolled Information in Public Cloud
Temporary Users Devices Access Points and Hosted Applications
4 N\ a N\ / \
Network Ef7/ ’i
Employees I VPN
ploy Inside the Virtual Desktop :
Network Mobile Apps Cloud

Web Browser Applications

| )

Eo

Contractors :>
SE—

1’? Remote Managed
' Device

Partners
.

\ Customers ) \

Server

\ Applications )

BYOD
y

RSA EMC
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Compliance Cycle with Archer for VMware

Control Procedure "; ' Authoritative Source -
. Reguaions, & @REGULACE: PROC ?

Knowledge base : 3
—— : DU R — :
s e
= —— . : _Control Standard :
: - (The generalized “what” : .

.............................. ** | e. strong authent|cat|on) ° STAN DAR DY- CO ?
Vo £ ‘
............................. X ContrOI Procedure .

s Enterprise Management "; (The specific “how” for a . o)
Device / Manager Import : :  giventechnology) : > PROCEDURY JAK .

------------------------------

Task Distribution
Notifications To
DeV|ce Owners

0. *
----------------------------

5 HyTrust 5 Feedback N,
: Iomx : Loop : otification
: vShield : 1 Of Non :

o —>: Compliance
:. . X / "‘ :' e

. DLP M e—— Y iiasssssEEEEEEs®

enVision \ RSA

The Security Division of EMC



Deployment and Measurement Cycle

Control Procedure
Knowledge base

(Regulations ,

-----------------------------

Control Standard

. g
-----------------------------

g

Enterprise Management :
- Device/Manager Import :

—_—

given technology)

—
- —
"

K S < ¢
d wt” E\,M/ “n
% v"'b

. .
----------------------------

------------------------------

Notifications To
Device Owners

E HyTr_ust Feedback Notification

: |0I’!IX : Loop -

: vShield : : Of Non

o —p: Compliance
DLP Pyl rrrrerrrenn——. 4

enVision \

-------------

© Authoritative Source

: (The generalized “what” :
-i.e. strong authentication):

: Control Procedure :
- (The specific “how” for a :

© Security / VI team begins
deployment project plan

© Device data imported and
mapped to CP’s

O Distributes deployment tasks

to device owners and receives
feedback

© Measurement ecosystem
gathers status and events

© Device owners notified of any
remediation tasks needed

© Measurement ecosystem
feedback confirms / denies “fix”

© Overall compliance status
constantly updated

RSA|
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RSA Archer: Mapping VMware security
controls to regulations and standards

Authoritative Sources

“_'-:2 PCI, HIPAA, SOX, CSA,
>~ ~4 \/\Mware Hardening Guide, etc.
“10.10.04 Administrator and Operator Logs”

!

Control Standard
Generalized security controls
“CS-179 Activity Logs — system start/stop/config

changes etc.”

!

Control Procedure

Technology-specific control
“CP-108324 Persistent logging on ESXi Server”

VI Admin o |

ESTAN
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Integrating RSA Archer & EMC/VMware

Measure Pass the audit
IT INFRASTRUCTURE ENTERPRISE COMPLIANCE
RSA Archer

m

Automated

Reports

Database CSVv

Scans

Data Feed Manager

v Scan critical IT assets automatically v Import results automatically
v Check compliance status v Map to other solutions or policies
v Return assessment results v Show relevant reports in dashboard

RSA EMC:
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