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---- Jan -----
Hello Frank & Maureen, thank you for your time and joining us for the briefing.
We are really glad that you have found time for this H1 / 2017 briefing and the goal is to give you an update on the latest developments at ESET 
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Vision for Enterprises
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----- Zuzana-----
Lets start with business update


Be a trusted IT security partner
by providing cutting edge technology
and knowledge that integrates with
and enables key areas of security,
and by offering top quality security and

professional services.
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Example of a standard text slide – text color should be always black
Headline – recommended font size 30, never below 20
Text – recommended font size 30, never below 20


ESET Vision for Enterprises

COMPANY
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No debts
Stability
On the market longer then all NGs combined
Using our own head


ESET Vision for Enterprises
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Core of our expertise


ESET Vision for Enterprises
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Data
But also knowledge of the market


ESET Vision for Enterprises

m
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Security and professional services

These 2 are tightly connected



Technologies
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----- Jan-----


Technology principles
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Instead of misleading the public we have been building trusted relationships. Reliability is key – security is not something that people want because it’s nice and fancy. It has to be smooth.
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Base for new Enterprise Products

ESET Machine Human
LiveGrid Learning Expertise
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As world is changing ESET is changing too.
With the changing security market focus on the Enterprise Security is the key to success of ESET.


Solutions
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BUSINESS SEGMENT

Enterprise

ENTERPRISE REMOTE THREAT
INSPECTOR ADMINISTRATOF INTELLIGENCE

CLOUD

ADMINISTRATOR
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----- Jan -----
In general, business segment in ESET is divided into two major ones – SMB and Enterprise. We are trying to focus more with specific tailored solutions. By the end of this year we will roll out ESET Cloud Administrator, for SMB fully cloud based console and for Enterprise the fully adaptive security matrix consisting of multiple solutions. 
/////////////////
Instead of that, I would suggest to communicate more „portfolios“, meaning that what we are delivering are solutions tailored for SMBs (Cloud Administrator, polished 6.5) and then purpose-build solutions for Enterprises, like our big ERA (6.5), Enterprise Inspector, Threat intelligence. What is common, is our protection clients (all products, for Windows, Mac, Linux including servers). Check the other slide after this one, for my proposal. 



Adaptive Security Architecture

PREDICT POLICY

Risk-prioritized exposure assesment
Anticipate threats / attacks

Baseline systems and security posture
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Design / Model policy change

Investigate incidents / retrospective analysis
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Harden Systems
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----- Michal -----

All 4 areas of the security landscape are placed in a continuous Adaptive security model  which a lot of security vendors on the endpoint protection market have adopted.

The whole idea is that:

The customers have to do a bunch of staff before, during and after the security incident.
And this is the hard work they have to do  
and they have to do continuous monitoring, analysis and adapting measures and controles of their security environment.

And when set-up properly, customer should find immediate answer to key questions:

Has a breach in my network occurred?
Haw bad is the breach?
How can I contain it and prevent from happening again?


 







How ESET fits in Adaptive Security Architecture

PREDICT POLICY PREVENT
ESET Endpoint Security
ESET Threat Intelligence ESET Virtualization Security
ESET Virus Radar ESET Security Management Center

Welive Security ESET Secure Authentication

ESET Endpoint Encryption
CLOSING

THE LOOP

ESET Security Management Center ESET Endpoint Security

[ ESET Enterprise Inspector ESET Security Management Center
ESET Enterprise Inspector [EM

LM ESET Dynamic Threat Defense
ESET Dynamic Threat Defense R

RESPOND COMPLIANCE DETECT
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----- Michal -----
we provide a wide portfolio of business solutions for all major platforms.
And our goal as a security vendor is to provide enterprise customers existing and new tools to be able to close the loop holes to secure their environment.  
Besides our existing solutions, we are going to extend our portfolio by additional tools and services.

On the prevent side we have endpoint security products with features like Device control, Network Attack Protection and Advanced Memory Scanner and Botnet protection - to be able to prevent incidents on endpoint layer. As I already mentioned, the basic proactive prevention for the customer is to update the endpoint protection to the latest version as it contains our latest technology. 
From the prevention perspective, we also offer multi factor authentication of desktop logins. We also offer the option to enable second factor authentication into Remote Management, this is quite a unique feature among our competitors.
Last but not least, we provide desktop encryption by Deslock technology.

On detect part, we have ESET enterprise inspector, our Detection and Response solution I will be talking about in few minutes. EDR functionality is becoming a feature of Endpoint protection platform for improved visibility and helping tools for advanced threat detection. 

And finally on the predict part, during this year we are going to be releasing the ESET Threat Intelligence Services, this is something that we think is going to help our customers to know what type of attacks might be targeting them and help them to predict

We believe that by adding those 2 new solutions to our portfolio, we will help business customers to close the loopholes in their security and eventually satisfy the needs of „Cant sleep at night enterprise buyer“.
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Next stop is ESET Threat Intelligence

ESET Threat Intelligence is our new addition to portfolio of services for enterprise customers and security service providers.

We expect a lot from this new service and we believe that there is a huge market opportunity for ESET and ESET partners on the market of threat intelligence services.

In fact, it is predicted that more than half of enterprises in specific industries such as finance, government and others will utilize some form of commercial threat intelligence services within next 3 years.

We can already see a growing demand from existing customers and potential customers in specific segments for these kinds of information.

And we believe that ESET Threat Intelligence can become one of the new ways how ESET and ESET partners can get more captivated with enterprise segment on the local markets and that it will support our journey towards the enterprise segment.









Problem: not enough context over data

* Organizations seek multi-layered
defenses

» Second pair of eyes, with vendor with
local presence is always good

» Multiple layers are more efficient
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So the actual market problem we are talking about here are targeted attacks and advanced persistent threats trying to evade detection of layered protection and endpoints

These threats are targeted and persistent and when kept in the network for a long time, they can cause a significant damage.

And if you remember Dwell Time I was talking about during personas, some really advanced malware can persist in the network for months without being detected or notified if the right solution is not in place.








How does it work?

Shares ESET’s actionable * Automated Malware
threat intelligence with Analysis portal
customers * Incident Response
Early Warning System Management via SOCs
Exposes/predicts next * Also available to users
steps of attackers who are not ESET
Provides |OCs customers

(IP, URL, file hash...)
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---- Zuzana ----
So let me summarize for you ESET Threat Intelligence and its key benefits. 
Firstly, ESET’s Threat Intelligence serves primarily to share threat intel to selected customers providing them with early warning system. 
Secondly, we are predicting attackers steps, we are providing particle indicators of compromise like IP, URL, file hash. 
Thirdly, it is an automated malware analysis which is cloud-based collecting information from ESET’s LiveGrid system. 
Fourthly, this service is also available for non-ESET customers. 

From MQ Response: ESET Threat Intelligence can provide detailed information about malware, malicious behavior (sandbox analysis/data), malicious IPs and URLs, phishing and botnets. It also provides a search interface for all this data (subscribers can find a particular sample among all the samples known to ESET). Part of the service are reports about malware and phishing for subscribers:




ESET Threat Intelligence offers 3 different tiers

Use Case Tier

“Found a suspicious
sample (file/code).
s it a targeted attack?”

Automated
Sample Analysis
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Maybe done in the tbale 
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Version 6 Challenges

Heavy
Complicated
Difficult to understand
Difficult to install / deploy
Difficult to migrate to



Problem: Ransomware
» E-mail is still used as a common delivery
method
» Conventional antispam is not effective

» Multiple layers are more efficient
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So the actual market problem we are talking about here are targeted attacks and advanced persistent threats trying to evade detection of layered protection and endpoints

These threats are targeted and persistent and when kept in the network for a long time, they can cause a significant damage.

And if you remember Dwell Time I was talking about during personas, some really advanced malware can persist in the network for months without being detected or notified if the right solution is not in place.








Key features

1. ESET LiveGrid® Visibility

2. Advanced & Dynamic Threat Analysis

3. Detailed results of Submission / Analysis
4. Affects detections on Endpoints

5. Integrates with Enterprise Inspector

6. Adds another manageable layer of protection to
ESET Endpoint & Server security products



Server ;
with EMS & EDTD Endpoints
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New screenshot will come
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Starting with the ESET Enterprise Inspector.

As you have heard during morning presentations, this solution is primarily targeted to those customers, that need to increase their capabilities to detect and respond to incidents in their network and to fight with advanced attacks and advanced persistent threats that try to evade detection by the endpoint security solution.









ESET Dynamic Threat Defence —
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Server ;
with EMS & EDTD Endpoints









Problem: Targeted attacks & APTs

* Threats are modified to evade detection
» Dwell time until detection is long

» Attackers don’t just use executable files
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So the actual market problem we are talking about here are targeted attacks and advanced persistent threats trying to evade detection of layered protection and endpoints

These threats are targeted and persistent and when kept in the network for a long time, they can cause a significant damage.

And if you remember Dwell Time I was talking about during personas, some really advanced malware can persist in the network for months without being detected or notified if the right solution is not in place.








Solution for targeted attacks & APTs

¢

Detection

Find malicious
anomaly

O

Visibility

What is affected?
When did it happen?
How did it happen?

Response

Block it
Remove it
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As a solution to this problem, we are bringing ESET Enterprise inspector.

It provides insight into the network and provides the tools and techniques for better detection, visibility and response to those threats.

For detection, based on defined rules and their evaluation, Enterprise inspector,  is able to find malicious anomalies as they occur by constant monitoring of all processes and executables and the their actual behavior.

And based on specific rules triggering the alarms in the system, the administrator can further investigate what users, computers or files have been affected, when the incident happened and provides a drill down capabilities to investigate how it happened.

And finally, once a malicius event has been discovered, the Enterprise Inspector can help the security team to respond by providing the mechanisms to block it or remediate it.



How does it work?

* Collects real-time events
* Provides extensive filtering and sorting
* Uses ESET reputation systems

* Gives customers the ability to create their
own notification rules

* Offers blocking and remediation
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In a nutshell:

Enterprise Inspector collects real time events from all the endpoints where ESET Endpoint solution and Enterprise Inspector agent is installed and enabled. Thanks to this, administrator has an overview of what is going on in the very small details.

It provides and extensive filtering and sorting which enables the administrator to focus on what is important and provides the malware hunting options to dig deeper into individual processes and find malicious anomalies.

It uses ESET reputation systems to evaluate the risk of the identified incident. Selected files are being instantly evaluated against ESET live grid cloud based reputation systems to assure proper risk assessment.

And since the administrators want to be notified only when the specific problem occurs, Enterprise inspector provides the ability to create own notification rules. We are going to provide several most important rules out of the box, but the customer can customize the rules in advanced xml format according to their needs.

And finally, Enterprise inspector offers blocking and remediation of individual processes and applications either on particular machine, or in the entire network.

 


Other EDR solutions ESET Enterprise Inspector

Easy — focuses on the

Ease of use
Y Hard workflow
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Base on simple IOCs feeds (hash, filename, URL)
Machine Learning score – lack of reasoning while reasoning is everything to decide if thing is good or bad.

They are trying to address problem of SIEMs: data flood by setting threshold for alarm to lower number of alarms
There is no a single threshold – the threshold depends on a manpower, skills and environment of the company. What’s accepted in one department (IT), in other it’s not (Finance)
Poor “file-less” attack detection capabilities (scripts, rootkits, shellcodes, exploits, malware existing only in memory or windows registry)
Cloud only version
for some companies it is fine but not for many verticals (e.g. banks)
ESET customers are mostly out of U.S. and “cloud for security” is years from now.

ESET approach
Focused on a workflow for easy threat hunting and automated detections of attack missed by endpoint product
Descriptive meaning of alerts and proposal of the next steps
Ability to block, remove, download detected threats and isolate problematic devices
Use full stack of ESET security layers for sure detections (from network detections to behavioral ransomware blocking) – instead of dummy IOC
For threat-hunting – “Finding a needle in a haystack” approach
Filter out what’s trusted or valid for this environment
There is no “good threshold” for detection so prioritize objects by:
Reputation (local in the company, among ESET users – LiveGrid, reputation score calculated also by machine learning)
Behavior (attack techniques)
Multiple starting points for investigation
Devices / users
Executables
Scripts
Openness and ability to adjust detection to company 
Give ability to edit rules that base on reputation and behavior
Supported by ESET “oversight service” for companies without workforce to manage it (Q1 2018)
On premise solution that can be deployed in the Cloud

Focus on the workflow
„is this activity allowed on this device by this user?”
context, explanation, next steps, FP removal
Multiple starting points for investigation
Devices, Executables, Scripts
Supported by ESET “oversight service” for companies without workforce to manage it (estimated Q2 2018)




Other EDR solutions ESET Enterprise Inspector

The same detection Ability to adjust detection
Openess methods for all the for different assets in the
assets and users company
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Base on simple IOCs feeds (hash, filename, URL)
Machine Learning score – lack of reasoning while reasoning is everything to decide if thing is good or bad.

They are trying to address problem of SIEMs: data flood by setting threshold for alarm to lower number of alarms
There is no a single threshold – the threshold depends on a manpower, skills and environment of the company. What’s accepted in one department (IT), in other it’s not (Finance)
Poor “file-less” attack detection capabilities (scripts, rootkits, shellcodes, exploits, malware existing only in memory or windows registry)
Cloud only version
for some companies it is fine but not for many verticals (e.g. banks)
ESET customers are mostly out of U.S. and “cloud for security” is years from now.

ESET approach
Focused on a workflow for easy threat hunting and automated detections of attack missed by endpoint product
Descriptive meaning of alerts and proposal of the next steps
Ability to block, remove, download detected threats and isolate problematic devices
Use full stack of ESET security layers for sure detections (from network detections to behavioral ransomware blocking) – instead of dummy IOC
For threat-hunting – “Finding a needle in a haystack” approach
Filter out what’s trusted or valid for this environment
There is no “good threshold” for detection so prioritize objects by:
Reputation (local in the company, among ESET users – LiveGrid, reputation score calculated also by machine learning)
Behavior (attack techniques)
Multiple starting points for investigation
Devices / users
Executables
Scripts
Openness and ability to adjust detection to company 
Give ability to edit rules that base on reputation and behavior
Supported by ESET “oversight service” for companies without workforce to manage it (Q1 2018)
On premise solution that can be deployed in the Cloud

Focus on the workflow
„is this activity allowed on this device by this user?”
context, explanation, next steps, FP removal
Multiple starting points for investigation
Devices, Executables, Scripts
Supported by ESET “oversight service” for companies without workforce to manage it (estimated Q2 2018)
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New screenshots will come
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D reg.exe (1856)
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Alarm details

A Process with a suspicious extension has st... E] cryptoblockertestfile.exe [Z] ESET LiveGrid® |:| JANKECH-TVM1
SOURCE i:r;ed N :ﬁ:stp'-: ous extensic SIGNATURE TYPE REPUTATIOM PARENT GROUP Desktops
. o SIGNER NAME POPULARITY LAST CONMNECTED 1.2 2018 10:38:08
CATEGORY iﬂJ::ii;iuc;ts.op:ocess creation and process SEEN ON 1 computer FIRST SEEN one year ago LAST EVENT 1.2 2018 10:36:01
OCCURED 29,1 2018 23:46:34 FIRST SEEN 2 months age - 6. 11 2017 06:56:15 AGENT VERSION 1.2.620
PRIORITY 0 LAST EXECUTED 2 days ago - 2% 1 2018 23:46:44 [ Windows 7
CATEGORY Suspicious process creation and process manipulation
EXPLANATION Executed process has an extension which tries to convince user that it's the document file, meanwhile it's an executable. E.g.: jpg.exe. Malware spread through e-mail usualy uses this technigue to trick user to execute it.
MALICIOUS CAUSES Almost exclusively used by malware to trick user to execute malicious file.
BENIGN CAUSES Can be created by some tool creating self-contained file {which doesn’ need any external viewer) frem a decument or picture.
RECOMMENDED ACTIONS Check the double extension of the file, is there any reason for it? If not, it's with high probability a malware, Scan it with AV, if it's not detected, send it for further analysis.
ALARM TYPE Rule was activated
SOURCE RULE Process with a suspicious has starte
OCCURRED 29.1 2018 23:46:34
TRIGGERED 28.1 2018 23:48:07
PRIORITY 1]
SEVERITY Waming
RESOLVED Mo
TRIGGERING PROCESS bzbgagfgdb.pdf.exe (3
COMMARND LIME -simulation_type filecoderGenericWrBarrier -coding_path ChUsers\Admin'Desktop\RansomwareTest_newh,

PATH FTMP%
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s Executables
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Microsoft Windows
Microsoft Windows

Microsoft Windows

Microsoft Windows Publisher
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- Executable details

Details Statistics Alarms Computers Droppers
. . Alarms (unresolved
E] EXECUTABLES El executor.exe E] ESET LiveGrid® (ml Events - ( )
Unique / total
SIGNATURE TYPE REPUTATION
SIGNER NAME POPULARITY 9 A
SEEN ON & computers FIRST SEEN 2 years ago
File Threats Warnings Informational
FIRST SEEN 2 months ago - 6. 11 2017 07:49:5% -
19 1/4 1/11 1/10
LAST EXECUTED 2 months age - 13, 11 2017 06:49:48
executor.exe
MNAMES java.exe

winward.exe

SHA-1 527B1BC306B633153ZE6B0BE1BSES1IESBTE51816

SIGMATURE TYPE

SIGMER NAME

WHITELIST TYPE

FILE DESCRIFTION

FILE VERSIOM

COMPANY NAME

PRODUCT NAME

PRODUCT VERSION

INTERNAL NAME

ORIGINAL FILE NAME

PACKER NAME

SFX NAME
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SCRIPTS
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PROCESS NAME (ID) (16)

[> powershell.exe (39252)
[> powershellexe (38958)
D powershell.exe (2472)
[> powershell.exe (64600)
[> powershell.exe (26716)
[> powershell.exe (14180)
[> powershell.exe (85258
[> powershellexe (46328)
D powershell.axe (724)

[> powershell.exe (16288)
[> powershellexe (29492)
[> powershell.exe (269836)
[> powershell.exe (240684)
[> powershellexe (202452)
D powershell.exe (8132)

D powershell.exe (4228)

COMMAMND LINE

"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List

"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List

out-string -width 4096"
out-string -width 4096"

out-string -width 4096"

-executionpolicy bypass -file "Ch\Users\jankech'\Desktop\get_fingerprint\Get-Fingerprint.ps1”

-executionpolicy bypass -file "Ch\Users\jankech\Desktop\get_fingerprint\Get-Fingerprint.ps1”

"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
"Get-AppxPackage -AllUsers | select name, version, architecture, publisher | Format-List
-ExecutionPolicy Bypass -File Ch\Users\AdminAppData\Roaming\eei_demo.psl

-ExecutionPolicy Bypass -File Ch\Users\lolo\AppData\Roaming\eei_demo.psl

out-string -width 4096"
out-string -width 4096"
out-string -width 4096"
out-string -width 4096"
out-string -width 4096"
out-string -width 4096"
out-string -width 4096"
out-string -width 4096"

out-string -width 4096"

USER

hg'wa.scanner
hg'wa.scanner
hg'wa.scanner
hg'jankech

hg'jankech

hg\wa.scanner
hg'wa.scanner
hg\wa.scanner
hg'wa.scanner

hg'wa.scanner

COMPUTER

JAMKECH.hg.eset.com
JAMKECH.hg.eset.com
JAMKECH.hg.eset.com
MJAMKECH.hg.eset.com
JAMKECH.hqg.eset.com
JAMKECH.hg.eset.com
JAMKECH.hg.eset.com
JAMKECH.hqg.eset.com
JAMKECH.hg.eset.com
JAMKECH.hg.eset.com
JANKECH.hg.eset.com
JAMKECH.hg.eset.com
JAMKECH.hg.eset.com
JANKECH.hg.eset.com
JANKECH-TWVM3

JANKECH-TVM3

STATUS

< <

C € € € € € € < <

SAFE

STARTED ~

31.1 2018 04:14:45

24,1 2018 04:15:05

17.1 2018 04:13:37

15.1 2018 08:1%:21

15.1 2018 08:17:45

10.1 2018 04:13:40

3.1 2018 041245

27.12 2017 04:07:24

20,12 2017 04:13:04

13,12 2017 04:11:50

6.12 2017 04:14:18

29.11 2017 04:11:35

22,11 2017 04:11:32

15.11 2017 04:07:33

10.11 2017 07:37:14

8,11 2017 10:46:41

vy O

ENDED | (G

3112018
24,12018
17.12018
15.1 2018
15.1 2018
10.1 2018
3.120180

27.12 2013

6.12 2017
29,11 2013
22,11 2013
15.11 2013
10. 11 2013

8.112017



ENTERPRISE INSPECTOR

< BACK All > HQ - Bratislava > Deskiops > = B powershellexe > b powershell.exe - Process d eta ||S
Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs) + E] smss.exe (348)
r
owershell.exe ~ + E] smss.exe (23752)
[Z’ p o E’ ESET LiveGrid®
Windows PowerShell
+ E] winlogon.exe (24636)
SIGNATURE TYPE Trusted REPUTATION
SIGNER NAME Microsoft Windows POPULARITY + E] userinit.exe (25804)
SEEN ON 1 computer FIRST SEEM 2 years ago
lE COMPETERS FIRST SEEN 2 months ago - 7. 11 2017 10:38:26 + E] explorer.exa (25860)
LAST EXECUTED one day ago - 31. 1 2018 04:14:45
+ B cmd.exe (23664)
- B powershell.exe (26716)
L_T__l JANKECH.hg.eset.com t[:ll Events
+ E] csc.exe (26128)
PARENT GROUP Desktops
Ay wmic.exe (27632)
LAST COMMECTED 1.2 2018 10:38:24 oo © + E] .
ooo
LAST EVENT 1.2 2018 10:36:16
File Registry
AGENT VERSION 12620
B 25 1
0s Windows 10
PROCESS powershellexe (26716)
COMMARND LINE -executionpolicy bypass -file "Ch\Users\jankech\Desktop\get_fingerprint\Get-Fingerprint.ps1”
PATH HSYSTEM B \windowspowershellwl.0h
STARTED 15. 1 2018 08:17:4%
EMDED 15.1 2018 08:17:54
PARENT PROCESS cmid.exe (23664)
COMPUTER
W
EXECUTAEBLE powershell.exe
DOWMNLOAD FILE KILL
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OooDoooDoooogooogoooooooogoo d

Admin

Alarm rules Exclusions Tasks Blocked hashes

RULE NAME (178) =

.MET profiler registry modified [A0109]

Accessibility Features file modified [A0304]

MActive Setup autostart registry entry medified [A0100]

Autorun.inf file was created/modified [A0301]

Autorun.inf file was deleted [A0301]

Bad extension - filecoders (ext. A - C) [C0607]

Bad extension - filecoders (ext. D - L) [CO608]
Bad extension - filecoders (ext. M - Z) [COB09]
Bad extension - filecoders (ext. spec., num.) [CO606]

Browser Helper Objects registry modified by unpopular process [A0112]

Cmd.exe executed with 'fc’ by unpopular process [A0400]

AUTHOR

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ESET

ENABLED

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

VALID

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

SEVERITY

T

CATEGORY

Persistence
Persistence
Persistence

File system
Persistence

File system
Persistence

File system

File system
Filecoders

Filecoders

Filecoders

Filecoders

Filecoders
Persistence

‘Web browser related
Web browser related
‘Web browser related
Remeoving evidence
Suspicious process creation and process 1
Suspicious process creation and process
Persistence

Communication

LAST EDIT

6. 11 2017 045057

6.11 2017 04:50:57

6. 11 2017 04:50:57

6. 11 2017 04:50i58

6.11 2017 04:50:57

6. 11 2017 04:50:57

6.11 2017 04:50:57

6.11 2017 04:50:58

6. 11 2017 04:50:58

2018 00:35:04

P
i)

1 2018 00:35:04

ra
w

2018 00:35:04

]
]

2018 00:35:04

P
i)

23.1 2018 00:35:04

6. 11 2017 045057

6.11 2017 04:50:58

6. 11 2017 04:50:58

6. 11 2017 045058

6. 11 2017 04:50:58

6. 11 2017 04:50:58

6.11 2017 04:50:58

6. 11 2017 04:50:57

6. 11 2017 04:50:58

I
L
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Admin

Alarm rules Exclusions Tasks Blocked hashes

NAME (3)

Exclusion for rule: Unpopular process has started from %TempS [20402]

Exclusion for rule: System utility was executed test [A0403]

ooog o

Godmaode for Mel

AUTHOR

Jankech
Jankech

brislinger

ENABLED

true

true

true

CREATED *

29,1 2018 0L:5417

29.1 2018 0L:52:55

23.1 2018 01:30:50

CRITERIA

10
1Dgs1 A1 EL R
1A

RULES NAMES RULES COUNT

Unpopular process has started from 1
System utility was executed test [AD 1

Active Setup autostart registry entry 178

COMMENT

¥

I
L
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Basics
Criteria
Rules

Summary

Update exclusion

Exclude processes that match these criteria
(®) Current process () Parent process

Exclude processes that match one of the entered values for all selected conditions.

[ File name Enter condition value
O BWINDIRM\syswowG4\ Enter condition value

O Enter condition value
[ signer Microsoft Windows Enter condition value
O Enter condition value

Enter condition value

Enter condition value
Enter condition value

Exclusion preview

Exclude processes whose value of
<File name> is reg.exe

and
<5igner> is Microsoft Windows




ENTERPRISE INSPECTOR

.NET winappxrt.dll file modified [A0110] - Edit rule

Details Edit

tasks Exclu:

<?xml wersion="1_.0" encoding="utf
<ruler

<des

iption>

be loaded into managed code processes during loading of .NET components. Rule monitors creation/modification of this dll_</explanstion®

<malicicusCauses>winappxrt._dll can be used by malware to achiewve pseudo-persistance on target machine </malicicusCauses>
<benignCauses>is this is undocumented, benign cases sre not known</benignCauses>
“recommendadictions>5tart incident response process [(e.g. disconmect computer, update AV and scan, send sample to analysis, block module) </ recommendedictionss
<category>Persistence</category>
<guidy a3blfSeZ-5a03-4ebB-53Tce-£74240478664 </guid>
<name> NET winappxrt.dll file modified [R0110]</name>
<severity>Warning</severity>

</description>

<de

<Qperations>

ition>

<0Operation type="WriteFile">

<operator type="O0R">

<Condit.
<Condition component="FileItem" condition=

value="%SYSTEM inAppXRT.d11"/>
value="3WINDIR%\ SysWOWE4\WinkppXRT d11"/>

on component="FileItem"” condition=

</operator>
</0Operation®>

<fOper

</definition>

</rule>

ations>

<explanation> NET winappxrt.dll is undocumented dynamic load library that is automatically loaded into .HET preocesses. If dll is present and if environment varisble APPX PROCESS is set, dll will

Syntax Reference
The general structure of a rule body is:

<rule>
<description»
<namerexample’s name </name>
<category>default</category>
</description>
<process />
<operations />
<frule>

process and operations tags can be empty or even omitted, but
you must define at least one of them. The process part lets you
restrict events to a specific process based on defined conditions,
If the process element is empty are evaluated for a
the proce: The operations part defin ch operatio
executed by a process raise an alarm. If this part is empty, the
alarm is triggered as soon as a process is started. process and
operation use an expression element to describe a logica
expression which is evaluated to check if an alarm should be
triggered. An expression consists of conditions and logica
operators. A condition checks the value of some property, and
legical operators group these conditions in a logical e

operati

ssion,

<process>
<operator type="AND">
<condition component="FileItem"
property="Path" condition="starts" value
="%XTEMPX" />
<condition component="FileItem"
property="Name" condition="is" wvalue="sv
chost™ />
</operator>
</process>

The example above checks if a process of name svchost was
started from folder or its subfolders,

Operations element contains one or more operi elements.
Cperation element has a {ype attribute and a condition element.
The example below checks if a VBS file was written to the disk:

=1

<operations>

IriteFile">

<operation type=

<condition component="FileItem"

property="Extension" condition valu
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Version 6 Challenges

Heavy
Complicated
Difficult to understand
Difficult to install / deploy
Difficult to migrate to



Problem: Not enough visibility

» Too many solutions, too many consoles

» Time needed to manage security is
Increasing

» Solutions are often non-consistent


Prezentujúci
Poznámky prezentácie
So the actual market problem we are talking about here are targeted attacks and advanced persistent threats trying to evade detection of layered protection and endpoints

These threats are targeted and persistent and when kept in the network for a long time, they can cause a significant damage.

And if you remember Dwell Time I was talking about during personas, some really advanced malware can persist in the network for months without being detected or notified if the right solution is not in place.








What is new in ESMC?

M A

Full Network
Troubleshooting &
Visibility

Yy

Enterprise Inspector
& Dynamic
Threat Defense

Yy B

Automation Friendly Enhanced Reporting
Interface / Notifications

Hardware
Inventory
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Jankech

We can focus more on the needs of the Enterprises 
ERA V7 will be more robust and more powerful 
I will mention high level features, and the huge added value that ERA V7 will bring (integrated & greatly simplified Deslock, huge UX changes, orchestration / automation), dense integration with other „bricks“

Maybe, we can use icons, that I will explain for each of the bubles 


SECURITY MANAGEMENT CENTER
a

DASHBOARD
[ | | Dashboard

Overview Incidents Overview Computers Security Management Center Server Antivirus threats Firewall threats ESET applications +

E' 17 16 | Device status

Total number of devices
Desktops

Ok

A

Attention required

A Security risk
Security risks Total

Connection Status Product version status

One day
® .5 days

Endpoint Server Mobile
Up to date @ Outdated

Managment status RSS feed

ESET Support News

ESET Endpoint Security and ESET Endpoint Antivirus version 6.6.2072 have been released
THU JAN 18 2018 05:01:09 GMT-0800 (PACIFIC STANDARD TIME)
Managed & T 0 http://support.eset.com/news6651/?locale=en US&view
Protected Managed Unmanaged ESET Endpoint Antivirus and ESET Endpoint Security version 6.6.2072 have been released. This release
® ® ® resolves an issue with product activation, downloading updates or LiveGrid errors experienced with version




SECURITY MANAGEMENT CENTER

Cd

COMPUTERS

G O =

o B

]

OVERVIEW

COMNFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

A THREATS AND QUARANTINE

DETAILS

< BACK ‘ Computers > |;|@nbjankech-scn}-'.hq.eset.cc:m

D nbjankech-sony.hq.eset.com &
— Michal Jankech Physical Laptom Replicator

FQDN MNBJAMNKECH-50NY hg.eset.com
Parent Group All/Lost & found
1P 10.1.120.185

Applied Policies Count 5

@ Products & Licenses

ESET Remote Administrator Agent 7.0135.0

ESET Endpoint Antivirus 6.6.2046.1

33B-HJ3-W37 ESET Endpoint Antivirus

m Il Microsoft Windows 7 Enterprise 32-bit

. . Manufacturer
Model
S/N

Intel(R) Core(TM)2
Duo CPU P9500 @
2.53GHz

Up-to-date version

Up-to-date version

2018 Jan 31 13:00:00

Sony Corporation
VGN-Z21XN_B
28281860-5000392

RAM Storage
4GB 250 GB
od Users
AT
Assigned Users
nfa

rch computer na...

Attention required

Alerts No alerts
Unresolved Threats Count 0

Last Connected Time
Detection Engine 15964 (20170823)

Updated Updated

Logged users
HQjankech




SECURITY MANAGEMENT CENTER

Categories & Templates Scheduled Reports

AV detection types

Antiviry

s detections grouped by the type of malware
detected (trojan, virus, PUA ...}

High severity threat events in last 7
days

Unresolved antivirus threat detected in last 7 days

Scans in last 30 days

Scans performed in last 30 days

Top agentless virtual machines with

threat events in last 7 days

Agentless virtual machines with most detected

antivirus threats in last 7 days

Top threats in last 7 days

Most frequent antivirus threats detected in last 7 days

= Automation

Agent Deployment tasks information in
last 30 days

Detailed information about Agent Deployment task

Computers not connected for more than

2 days

High severity threat events in last 30
days

Severe antivirus threats detected in last 30 days

Threat events by IPv4 subnet in last 7
days
Count of all antivirus threats detected in last 7 days
grouped by IPvd subnets

Top computers with active threats
Computers with most detected unresolved antivirus

threats

Top users with threat events in last 7
days

Users with most detected antivirus threats in last 7
days

Client tasks executions

Detailed information about client tasks executions in

MEW REPORT TEMPLATE | IEW CATEGORY | |

Daily summary of threat events in last
30 days

Overview of antivirus threats detected in last 30 days
counted per day

Last scan

Computer counts grouped by time elaps
computer scan

Threat events by IPv6 subnet in last 7
days
Count of all antivirus threats detected in last 7 days
grouped by IPvE subnets

Top computers with threat events in

last 7 days
Computers with most detected antivirus threats in
last 7 days

Unresolved high severity threat events
in last 7 days

Severe antivi

threats detected in last 7 days, not
marked as resolved

Client tasks summary - completed in
last 7 days

Client tasks summary - completed in last 7 days

DMS Web Control Logs

Web Control Report

Last scan MJ

Computer counts grouped by time elaps
computer scan

Threat events in last 7 days

All antivirus threats detected in last 7 days

Top groups with threat events in last 7
days

Groups with most detected antivirus threats in last 7
days

Scan task results in last 30 days

Detailed results of all Remote Administrator initiated

 since last

Templates Q | ;‘ || f |
B Antivirus threats o
Active threats Active threats by IPv4 subnet Active threats by IPv6 subnet Agentless virtual machine last scan All threat events on computers
ﬁ Reports
L : - Unresolved antivirus threats. To resolve active threat, Counts of unresolved antivirus threats grouped by Counts of unresolved antivirus threats grouped by Ag rtual machines counts grouped by time All threat evetns (except EEI rule hits) from all
full scan must be initiated from the console IPvd subnet 1Py bnet elapsed since scan computers

High severity scans in last 30 days
Scans with unresolved antivirus threats performed in
last 30 days

Mobile device last scan

Mobile de
last mobile dex

s grouped by time elapsed since
€scan

Top active threats

Most frequent unresolved antivirus threats

Top mobile devices with threat events
in last 7 days

Mobile devices with most detected antivirus threats in

last 7 days

Server tasks executions in last 30 days

Detailed information about all server tasks executions




SECURITY MANAGEMENT CENTER

Edit Notification
Motifications >  Edit Notification

EMAIL ADDRESS NAME (OPTIONAL)

jankech@eset.sk @ New email Add user Duplicate il

Distribution Message preview

Subject

Malware Qutbreak Alert! P

‘ Motifications

Content
Number of threat detection events in 10 minutes has reached
defined threshold (100 events). Please log-in to your ESET Security
Management Center and navigate to Threats view for more details

Computer name
Time of occurrence
Threat type
Threat name
Scanner
Detection engine
Object type
-Ek | Object URI

Action performed

Action error
General Threat handled
Restart required
Language User
Process name
English B Circumstances

First seen time

Hash of detected file

Timezone Motification name

(UTC+00.00) United Kingdom Time (United Kingdom) |Z| Adjust for daylight saving time automatically




SECURITY MANAGEMENT CENTER

Overview

Status Overview

Users

Create native users and configure their permissions to allow different
levels of management in ESET Security Management Center. It's not
recommended to use Administrator account created during
installation.

Backup user set up correctly

Licenses

Licenses are essential to activate ESET Security Products and also enable

updates of ESET Security Management Center. At least one entered
license is needed to ensure updating of ESMC Server,

Available licenses: 25

Agents

ESET Management Agent is required for the management of
computers and ESET products using ESET Security Management
Center.

Mo unmanaged computer was found.

Certificates

Certificates are used to digitally signer encrypted communications
between ESET Security Management Center components.

Available certification authorities: 2
Available agent certificates: 4

Server certificate is valid

Computers

Add devices to groups in ESET Security Management Center to deploy
ESET Management Agent or enroll mobile devices.

Available computers: 52
Rogue computers found: 1102

Mo synchronization task was found

Products

ESET provides large variety of security applications for all different

platforms. You can easily install them using ESET Security Management

Center.

Computers without any product installed: 0

Invalid Objects

Tasks & notifications execution is dependent on internal & external
parameters (like computers, groups, installers from repository etc..). If
objects are no longer accessible tasks & notifications will not work.

Client tasks containing inaccessible objects: 3
Server tasks containing inaccessible objects: 0

Motifications containing inaccessible objects: 12

External Services

To function properly, ESET Security Management Center regularly
connects to ESET Repository to allow ESET Software installation and
Update Servers to use up-to-date modules, For e-mail notifications
SMTP configuration is essential.

Repository is connected
Update server is connected

SMTP server is connected

Invalid Objects

ESET Security Management Center may contain client tasks, server tasks, server triggers or notifications
which contain references to unreachable or invalid objects. This may happen if the referenced objects
are deleted.

A

Client tasks containing inaccessible objects: 3

Client task may contain unreachable computers, dynamic or static group.

Server tasks containing inaccessible objects: 0

Server task may contain unreachable computers, static groups, licenses, certificates.

Notifications containing inaccessible objects: 12

Netification may have its distribution undefined. After ESMC server installation, netifications
don't have distribution defined by default.

g Help and Support

We encourage you to visit our p and the ESET Knov
for more information about ESET Security Management Center. You can always access help in
Web Console by clicking on the "?" icon in the top right.




SECURITY MANAGEMENT CENTER

| file.exe - File Details

i OVERVIEW

1 BEHAVICR

A Malicious

file.exe

Status A Malicious Origin - NBJANKECH
State Finished User michal.jankech
Processed on 22 Sep 2017 12:00:00 Reason Manual submission
Sent on 22 Sep 2017 11:38:00 Source Dynamic Threat Defense
Behaviors Hash 1872A452C41DC3850FB0A95CCD9811B4EB2AFD2C
ANALYSIS
STATE Finished
SENT ON 22 Sep 2017 12:00:00

PROCESSED ON

ORIGIN

ORIGIN

USER

REASON

SOURCE

FILE

SIZE

CATEGORY

22 Sep 2017 11:5&00

[ MBIANKECH
michal jankech
Manual submission

Dynamic Threat Defense

18724482C41DC305DFB0ASSCCDGE1 1B4EB2AFD2C
file.exe
5KB

Executable




Solution tailored for Enterprises

ESET Threat ESET Endpoint 7
Intelligence & Server Products

ESET Security
Management
Center

ESET Dynamic
Threat Defense



Professional & Security Services
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Problem: Not enough workforce

* Not enough budget
» Enough budget, but not enough people

» It takes time to known your solution
well


Prezentujúci
Poznámky prezentácie
So the actual market problem we are talking about here are targeted attacks and advanced persistent threats trying to evade detection of layered protection and endpoints

These threats are targeted and persistent and when kept in the network for a long time, they can cause a significant damage.

And if you remember Dwell Time I was talking about during personas, some really advanced malware can persist in the network for months without being detected or notified if the right solution is not in place.








ESET Enterprise Service Portfolio

Malware Analysis Deployment Service
Forensic Analysis Premium Support

Incident Response

Threat Monitoring & Threat

Hunting
ETI Data Feeds & Early Warning

WORLD



Summary

e Continuous growth in enterprise segment
 Top 4 enterprise endpoint security vendor
 Expanding enterprise sales teams globally to support customers

e The most complete endpoint, advanced cloud sandboxing & EDR facility
managed via a single management console for the widest range of

platforms
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---- Jan ----
I would just summarize. ESET has more than 41% growth in enterprise revenue resulting in top 4 position in Enterprise Endpoint Security. We are expanding our sales teams globally to support partner and acquiring new partner across the globe. We have acquired partners in UK and Germany. And ESET offers for enterprises the most complete Endpoint, Encryption and EDR facility managed via a single management console for the widest range of platforms. And this is confirmed by the case studies where the customers are glad because everybody is using Windows, Mac and Linux and we are covering the platforms.


30 YEARS OF
CONTINUOUS
IT SECURITY
INNOVATION




®
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Last slide – Q&A
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