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Trendy v oblasti bezpecnosti

e Tradicni pojeti bezpecného perimetru skoncilo
— Vsecho ,as a service”
— Sluzby a aplikace v cloudu
— Vyuzivani vlastnich zarizeni (BYOD)
— Zvysujici se mira Sifrované komunikace
e Kyberneticka kriminalita jako business
— Pokrocilé utoky a hrozby

— Malware na miru
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Trendy v oblasti bezpecnosti

* Prosazenitechnologie monitorovani a analyzy
provozu datove site

— Flow Monitoring (prumyslovy standard NetFlow)
— Network Behavior Analysis (NBA)

zdrojova a cilova IP adresa
zdrojovy a cilovy port
protokol
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NBA v kontextu IT bezpecnosti

e Doporuceny koncept bezpecné infrastruktury

— Gartner: Network Behavior Analysis Update, November 2007

— Aberdeen Group: Network Behavior Analysis — Protecting by
Predicting and Preventing, November 2009
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NBA v korporatnich sitich

e \/Sechna zarizeni pod dohledem a kontrolou

e \/yssSi bezpecnost a spolehlivost datoveé sité
— Odhalovani nezadoucich aktivit a uniku dat
— Odhalovani malware

e |dentifikace a odstranovani pricin provoznich

problému
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NBA v korporatnich sitich

Top 10 by priority

# Priority Event type Source Target

1 HIGH DNSANOMALY 10.0.1.54 213.109.64.1 -
2 MEDIUM HIGHTRANSF 10.0.1.54 204,160.120.126 <
3 LOw DIVCOM 10.0.1.54

Aggregated view m By hosts

Source

213.109.64.1

i
| General event riorities =]
Event details
Type: DNS Anomaly (DNSANOMALY)
Timestamp: 2012-05-18 13:29:04 IAY. RAND
Event source: 10.0.1.54
Event source host name: N/A SWEDEN
NetFlow source: localhost
Probability: 100 %6
False positive: No
Detail: Use of unauthorized DNS server (connections: 93)
POLAND
106
100 TANY
UKRAINE
80
60
ITALY:
40 TURKEY.
20
5 5 8 4 6
0
53 S0gz 10227 1524 2027g 25200 30229
LiBYA EGYPT
# Source Destination IP Start Duration Pra
1 10.0.1.54 213.109.64.1  2012-05-18 13:29:04.362 0 um"—“oog‘gg _
| e s ) mi
2 213.109.64.1 10.0.1.54 2012-05-18 13:29:04,558 1] UDIDaia ©2010 NAVIEDAN
3 10.0.1.54 213.109.64.1  2012-05-18 13:29:06.432 0 P 57612
4 10.0.1.54 213.109.64.1  2012-05-18 13:29:06.506 0 upp 37463
S 213.109.64,1 10.0.1.54 2012-05-18 13:29:06.546 0 UuUDP 53
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Event type

#

Net flow sourc: RUssian Federation i

Detail

Timestamp

RUSSIA

RUSSIA

213.109.64.1 =
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DNSChanger: FBI Warns Infected
Computers Will Lose Web, Email

Access in July

By MATT PECKHAM  @mattpeckham | April 23, 2012 ﬂ




NBA v korporatnich sitich

Malware from Peru Reportedly was sending AutoCAD Drawings

to China

by SUMITHBABRU [OMLIME] or JUME 26, 2012

Event details

Type:

Timestamp:

Event source:

— Event source host
| name:
AutoCAD Malware NetFlow source:
Probability:

False positive:

Detail;

1.01 MiB, download:

Behavior Profiling - Country reputation (PRFCOUNTRY)
2013-01-25 14:43:23

O 192.168.3.149

N/A

Iz

100 %o

Mo

Unusual communication to the country Israel {device: upload:
390.99 KiB, upload/download ratio: 2.63; network average:

upload: 137.72 KiB, download: 263.57 KiB, upload/download ratio: 0.52).

G AN G Comments {0) Ewvent categories (0)

YT . 77,195

# Source Event type Detail Timestamp Het flow source Targets

1 10.1.1.84 UPLOAD Uploaded: 35,83 Mik, downloaded: 0.57 MiB, ports: 80 2012-05-10 11:43:34  localhost 98,136,145,156 [rS.pcpi.vip.acd.vahoo.net)

2 10,1,1.84 UPLOAD Uploaded: 243,48 MiB, downloaded: 4,07 MIiB, ports: 80 2012-05-10 11:37:19 localhost 98,136,145,156 (+5. vcpi.vip.acd. vahoo,net)

3 10.1.1.84 UPLDAD Uplaaded: 199.97 Mik, downloaded: 4.49 MiB, ports: 50 2012-05-10 11:33:47  localhost 98'135United Staltes = vip.acd.yahoo.net)
i 10,1.1.84 UPLOAD Uploaded: 232,03 MiB, downloaded: 4,32 MIiB, ports; 80 2012-05-10 11:28:32  localhost 98,136 L0 oo Lrapepnwipoacd.vahoo net)
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NBA u poskytovatelt sluzeb/cloudu

e \/ysSi bezpecnost a spolehlivost datové sité
e Konkurencni vyhoda
e Nova sluzba s pridanou hodnotou pro zakazniky

e Trendy v oblasti kybernetické bezpecnosti
— Pozadavky v oblasti CSIRT/CERT

.EASABLANEA INT

EEEEEEEEEEEEEEEEE

> T__

CD-Telematika

www.invea.cz, www.dvsro.eu



NBA u poskytovatelt sluzeb/cloudu

o Utoky s cilem ziskat neopravnény pfistup
— SSH, Telnet, RDP (stale castéjsi)

Event details

Ik

Type: 85H Dictionary Attacks {SSHDICT)
Timestamp: 2013-02-13 21:09:57
Event source: == 5.1.105.169
Event source host M/ A
name:
Prabability: 76 %o
False positive: No
Detail: Start of attack (unsuccessful), count of targets: 21, maximum
transferred: 1.38 KiB, count of attempts: 28. Single attack.

G EEAESME Comments {0) Event categories (0)

B 52, 204,225,493 B 52,204, 225,54 B G2, 204, 225,62 B 62,204, 225,66
I 52, 204,225,619 Mo G2.204,227.2 B ©2.204,227.5 B 62,204,227, 6
I £2.204,227.9 B G2 204,227,203 | lpew 62,204, 227,209 |l 62,204, 227,213
I G2, 204,236,149 f, 62,204, 236,150 gy 62,204, 236,153 |l &2, 204, 239,1
B G2, 204,239,165 fgee 62.204,240,145  fgeg 62,204, 240,146l &2, 204,240,153
I 52, 204,245,179
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NBA u poskytovatelt sluzeb/cloudu

¢ Infikované stanice a sité Vasich zakazniku

— VCasné varovani, alerty, reporty

+# Source

1 e 7.1.35.22

2 | B 7.1.35.22

3 | M 7.1.35.22

4 fw 7.1.35.22

S | M 7.1.35.22

6 | Baew 7.1.35.22

7 b 7.1.35.22

Event

type

SCANS

SCANS

SCANS

SCAMS

SCANS

SCANS

SCANS

Detail

haorizantal TCP S¥N scan (atternpts with
response: 0, attermnpts without response:
173, targets: 173, port list: 445,
harizantal TCP S¥N scan (atternpts with
respanse! 0, attempts without response:
220, targets: 220, port list: 445,
haorizantal TCP SN scan [atternpts with
respanse! 0, attermpts without response:
203, targets: 2032, port lizt: 445),
harizontal TCP SN scan [atternpts with
response! 0, atternpts without responze:
194, targets: 194, port list: 445,
harizontal TCP SN scan [atternpts with
response: 0, atternpts without response:
229, targets: 229, port list: 4435,
harizontal TSP SN scan [atternpts with
response: 1, atternpts without response:
212, targets: 213, port list: 4435,
haorizantal TCP S¥N scan (atternpts with
response: 0, attermnpts without response:
213, targets: 213, port list: 4450,

Timestamp

2013-02-14
12:20:44

201z2-02-14
13:15:28

2013-0Z2-14
13:10:35

2013-02-14
13:05:30

2013-02-14
13:00:33

2013-02-14
12:55:38

2013-02-14
12:50:32

Targets

B 12.17.144.40, et 14.75.40.31, B 17,99, 236,100, B 17.120.91,68,
B 18.10.215.19, B 16.18,122. 74, B 18, 28,146,125, B 18.35.149.6,
B 15.43.14%2.46, B 18.61.165,100, ...

Y 14.1,20,62, Tl 14,.34,122,61, "et 14.65.95,123, e’ 14.85.198.29,
mel 14.86,80,104, B 17.6,109.4, B 17.7.147 .6, B 17,52, 250,96,
B 17.57.161.61, B 17.59.234.6, ...

Bl 14.1,56.52, T 14.60,68,19, Te: 14,68,44,97, B 17.4,21,57,
B 17.10,110,30, B 17.100,134,57, B 18,0,237.64, B 18,30,131,51,
B 18.34.186.56, B 16.37.149.54, .,

B 17.15.23.41, B9 17,.59.45.50, B9 17.61,145,101, B 17,99,224,113,
B 17.100,174.91, B 12.9,10.104, B 18.36.87.126, B 18,658,176, 96,
B 18.74.46,7, B 18,105.145.100, ..

B 13.17.156.53, et 14.54,25.76, e 14.81,81.11, et 14.84.134.85,
met 14,85,125,45, net 14.90.5%.98, Te 14,90,115.123, B 17.40,73.92,
B 17.51,179.23, B 17.53,189.29, .,

met 14.77.17.49, Tel 14.89,94,28, B 17, 43,100,584, B 17.114,145,127,
B 17.124,49,94, B 15.41,240,95, B 18,66,235,10, B 18.658.139,49,
B 18.79,165,76, By 18,99, 2,32, .

B 13.17.180,106, T 14.49,210.76, % 14.61,134,33, " 14.69,35,18,

net 14,580,206, 62, Tet 14.684,22.10%8, Te: 14.86,36.60, W5 17,3, 7.32,
B 17.4.5,91, B 17,9.198.115, ...
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NBA u poskytovatelli sluzeb/cloudu

e Rozesilani SPAMu
e Botnety

= Detail Tinestanng et flow source Targets
12.102.252.75, 17.172.36.33, 17.172.36,34,
1 Mall count: 1270, network average: 414.50 2012-10-24 21:48:48 24,71,223.11, 46,255.224.55, 64,8, 71,15,

64,12, 90.65, 64.12.90.66, 64.12.90.98,
£4.12,138.181, , ...

12,102.252.75, 17.172.36.32, 24,.71.223.11,

; ’ . . oy 64,8,71.15, 64.12.90.34, £4,12,90.65,
2 Mail count: 1386, network average: 259.50 2012-10-24 21:35:52 £4.12.90.66, 64.12,90.97, 64.12.136,161,

£4.18.5.10, , ...
12,102.252,75, 24.71.223.11, 64.8.71.15,

) 64,12.90.1, 64.12.50.34, £4,12,90.57,
2 Mail count: 545, network avarage: 130.00 2012-10-24 21:23:41 64,17 90 a8 &4 18.5.11, 64.59.134.8,
&4.¢Canada I#l
5471 223,11, 38.102.228.17, 62.211,72.32,
4 Mail count: 2181, network 3 ...+ datails 4 % 5,64.12.90.1, 64.12.90.33,

=T oo
Type: Blacklist (BLACKLIST)
Timestamp: 2012-10-27 19:41:41
Event source: Iy (S .7 )
Event source host name: N/A
MetFlow source:
Frobability: 100 9o
False positive: No
Cetaill, Custom black list, attempts: 2, uploaded: 0 MiB, downloaded: 0 MiB

Targets {1 Comments (0) Event categories {0)

Canada Il
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Moznosti nasazeni technologie NBA

e FlowMon sondy pro meéreni provozu a generovani NetFlow
statistik na jeden nebo vice kolektoru

e FlowMon ADS pro automatickou detekci utokt a anomalii
e Kompatibilni s NetFlow technologiemi tretich stran
e Bez vlivu na stavajici nastroje a infrastrukturu

-

Zobrazeni provozu

Analyzy sité
MNetFlow ’ il
S expart P Detelkce anomalil o e
= - %  DBezpenost sité
@ . * 2
i g B _
= = - o = : Redent problém ADS
owivian Optimalizace sité
kolektor Sl

LAMANWAN s FlowMon sondami “"’:. -4 Upozoméni, reporty Eowiton e

a dalSimi MetFlow zdroji /‘/ Uctovani, Fakturace
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NBA - pripadova studie

Béhem prvnich tfi mésicu jsme diky FlowMon ADS odhalili infikované stanice a
systematickeé utoky vedené z pocitaci nasich nic netuSicich zakaznikda,
komunikace botnet siti nebo rozesilani nevyzadané posty. Dnes nabizime
nasim zakaznikiim jako pridanou hodnotu automatické upozornéni na podobné
anomalie, ¢imz zajiStujeme vySsi bezpecnost a kvalitu nasich ISP sluzeb.

§ Cﬁ Ing. Mikulas Labsky, feditel useku Telekomunikacni sluzby
CD-Telematika
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peering peering
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Kontakt

== INvea

INVEA-TECH a.s.

U Vodarny 2965/2
616 00 Brno
WWW.invea.cz

Vyhradni zastoupeni v SR

DV s.r.o.

Tovarenska 1

018 41 Dubnica nad Vahem
www.dvsro.eu
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Dakujeme za pozornost

a0CUS



