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25 years on the market 4 years on the market

Core business: software Network traffic analysis solution for

development, system integration, Medium businesses, Enterprise,
Government

Information security, ERP systems

for small and medium sized Seeing threats others miss

enterprises

Based on university research of
GREYCORTEX partner for Slovak machine learning and malware and
Republic ethical hacking experience
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THE SECURITY GAP...

widespread

ADVANCED
THREATS

BAD NETWORK
VISIBILITY
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NETWORK TRAFFIC ANALYSIS

statistical analysis, machine learning, artificial intelligence, metadata and content inspection to detect
suspicious activities on the network

NetFlow analysis, full-packet capture

Undetected malware

Insider threats

Forensic investigation Rapid Detection & Response
Network visibility

Performance Monitoring

loT and Standard devices

Effective

Because Threats Create Detectable Traffic
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WHY FROM GREYCORTEX

Gartner. Security monitoring = key value

NEW DETECTION TECHNIQUES BETTER ANALYTICS TECHNIQUES
Most advanced behavioural detection (machine Unique database approach

learning, discovery, ...) Network Search & Visualization

Unique detection algorithms (machine-behaviour) Filter individual subnets, hosts, devices, and applications

Powerful signature-based detection with DPI DS L

(over 45.000 signatures) Unique behaviour analysis

Event correlation Unique data set of network metrics

L7 analysis Bi-directional flows

SSL traffic analysis 60 — 900 parameters (e.g. spectral analysis of SSL)
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GDPR

. Clanek 24 - Odpovédnost spravce

...Vhodna technicka a organizacCni opatreni

« Clanek 32 - Zabezpedeni zpracovani

« Clanek 33+34 - Ohlasovani pfipadt poruseni zabezpeéeni




CLANEK 24 - ODPOVEDNOST SPRAVCE

1. S prihlédnutim k povaze, rozsahu, kontextu a ucelm zpracovani i k rizné
pravdépodobnym a ruzné zavaznym rizikum pro prava a svobody fyzickych osob zavede

spravce
s timto narizenim. Tato opatfeni musi byt podle

potfeby revidovana a aktualizovana.

2. Pokud je to s ohledem na Cinnosti zpracovani primerenée, zahrnuji opatreni uvedena v
odstavci 1 uplathovani vhodnych koncepci v oblasti ochrany udaju spravcem.

3. Jednim z prvku, jimiz Ize dolozit, ze spravce plni pfislusné povinnosti, je dodrzovani
schvalenych kodexu chovani uvedenych v ¢lanku 40 nebo schvalenych mechanismu pro
vydavani osvedceni uvedenych v Clanku 42.
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CLANEK 32 - ZABEZPECENI| ZPRACOVANI

1. S prihlédnutim ke stavu techniky, nakladum na provedeni, povaze, rozsahu, kontextu a ucelum zpracovani i k rizné
pravdépodobnym a ruzné zavaznym rizikim pro prava a svobody fyzickych osob, dprovedou spravce a zpracovatel

vhodna technicka a organizacCni opatreni, aby zajistili Uroven zabezpeceni odpovidajici danému riziku, pfipadné vcetné:
a) pseudonymizace a Sifrovani osobnich udaju;

b) schopnosti zajistit neustalou duvérnost, integritu, dostupnost a odolnost systému a sluzeb zpracovani;

C) schopnosti obnovit dostupnost osobnich udaju a pfistup k nim v€as v pfipadé fyzickych ¢&i technickych incidentu;

d) procesu pravidelného testovani, posuzovani a hodnoceni ucinnosti zavedenych technickych a organizacnich opatreni pro zajisténi bezpecnosti
zpracovani.

2. Pri posuzovani vhodné urovne bezpecnosti se zohledni zejmena rizika, ktera predstavuje zpracovani, zejmena
nahodné nebo ﬁrotlpra\(nl zniceni, ztrata, pozmenovani, neo&ra_vnene zpristupnéeni predavanych, uloZzenych nebo jinak
zpracovavanych osobnich udaju, nebo neopravnény pristup k nim.

3. Jednim z prvkd, jimiz Ize dolozit soulad s pozadavky stanovenymi v odstavci 1 tohoto Clanku, je dodrzovani
schvaleného kodexXu chovani uvedeneho v clanku 40 nebo uplatnovani schvaleného mechanismu pro vydavani
osvédcCeni uvedeného v Clanku 42.

4. Spravce a zpracovatel prijmou opatreni pro zajisténi toho, aby jakakoliv fyzicka osoba, ktera jedna z povéreni
spravce nebo zpracovatele a ma pristup k osobnim Udajim, zpracovavala tyto osobni Gdaje pouze na pokyn spravce,
pokud ji jejich zpracovani jiz neuklada pravo Unie nebo Clenského statu.
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CLANEK 33+34 - OHLASOVANI PRIPADU
PORUSENI ZABEZPECENI
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CASE 1 = UNKNOWN (YET) BOTNET

A Device on an Internal Network:

Periodically attempts to communicate at port 30303
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CASE 1 = UNKNOWN (YET) BOTNET

Unsupervised
Learning

Flow-based Discovery Analysis
Detection




1 & ZaF 2017 =] ]
P U 5 € P 5 N
28 29 30 31 10|28 |2
Al | |5 &0 | |7 9 10
11 120 12) 140 |15} 16§ |27
13| 12| 2o] 21§ 220 230§ 249
25 26 27| 23| 229 20 L
Filters: -
/Q_;» YOS | lg
Subnet: -
Hast: -
Service: 30303 -
Event: -
Traffic: | Outbound -
MAC: c4e9:84:02:e2:09 -
Incident:
Severty: -:—:

Reps -]

o

Status Monitor

n No Issues

User:

Licensze: GreyCortex s.no.

(tomas.ladr@greycortex.com’

Verzion: 2.8.0

support (GreyCortex support

Dashboard Metwork Events

o | D

10M -
1M -
100 k -
10 k -
1k -

100.00 -

10 -

14-5rp-2017 19-5rp-2017 24-5rp-2017 29-5rp-2017

Name

Periodic: Repetitive Connections (every 30 minutes in 6 hours)
blacklist: Spamhaus DROP blacklist

Periodic: Repetitive Connections (every 30 minutes in 6 hours)
Scan: Port Sweep-like Behavior (horizontal port scan)
blacklist: Blocklist.de blacklist
blacklist: Tor blacklist

blacklist: Compromised or Hostile Host Traffic
blacklist: BotCC blacklist
blacklist: General blacklist

Periodic: Repetitive Connections (every 30 minutes in 6 hours)
p2p: Edonkey Search Request (search by name)

Discovery: External Remote Service Mo Reply (latency problem)

Incidents

3-Zar-2017 8-Zar-2017

Src Hosts

Traffic |£|

13-Z&ar-2017 18-Zar-2017

Dst Hosts

12

41

5103

398

[——

L&

& %

(o] [+]-] [e]=] [»]

23-Zar-2017 28-Zar-2017
Events Date
13 Aug-21 23:00 - Sep-07
00:37
Aug-16 11:15 - Fri
12 01:37
Aug-18 18:09 - Thu
317 16:25
Aug-14 13:33 - Fri
102.6 k 07:00
Aug-17 07:22 - Sep-20
e 00:02
Aug-16 02:35 - Fri
6.4 k 01:53
4 Aug-16 10:21 - Sep-08
14:59
Aug-19 08:53 - Thu
315 23:06
Aug-16 19:21 - Sep-20
La s 00:26
Aug-14 23:55 - Fri
46.2 k 00:57

1 Aug-30 20:04 - 20:05

Aug-18 12:51 - Wed
17:42

Aug-15 22:34 - Fri

1.8 k

—_— -



CASE 2 -=ETERNAL BLUE

A Device on the Observed Network:

Suddenly used a DNS tunnel and TOR network together, exchanging one
message

After 4 hours of waiting, it started opening port 445/tcp connections on
multiple external hosts

Tried to use CVE-2017-0143 (exploit MS17-010) on the connected host




— ETERNAL BLUE

Unsupervised
Learning

Outlier: high number
of communication
peers & flows

Machine Behavior

Flow-based
Detection

Network scan
445 /tcp to internet

Discovery Analysis Other

Correlation rule
matched: malware
spreading to internet

IDS rules matched:
DNS tunnel, TOR

IDS rule matched:
Eternal Blue (based
on CVE-2017-0143,
exploit MS17-010)
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28 28 30 31

11 iz 13 14
18 19 20 21
23 28 27 28

Filters:

£

Subnet:
Host:
Service:
Event:
Traffic:

Sensor:  Mercy

Severity: I N

Reps:

& | @ Clear

Status Monitor

n Mercy

User:

15
22
29

A, b

192.168.1.192

License: Tomas Chomo

(tomas.chomo@greycortex.cc

Version: 2.8.0

1]

s N
3

10

16 17
23 24
20 1
L P

n e
Fitter

administrator (Administrator)

Dashboard Network Events
Chart Map Traffic | «*

100 k

10 k

1k

100 [—
10
| I
.. 1R -
St 18:30 St 19:30 St 20:30 St 21:3 St 22:30 St 23:30 Ct 00:3 Ct01:3 Ct 02:

¥ Name Src Hosts D=t Hosts
Bl correlation: Malware spreading 1 1
B scan: sMB Port Sweep (445) 1 1
E policy: Reguest to an external DNS server 1 1
Bl correlation: TOR communication 1 1
Tl exploit: ETERNALBLUE Exploit M2 M517-010 1 12
7| blacklist: Spamhaus DROP blacklist 1 3
& policy: TLS possible TOR SSL traffic 1 2
8 blacklist: Tor blacklist 1 S]
3| outlier: Peers at Host 1 1
3| outlier: Flows at Host 1 1
® scan: Behavioral Unusual Port 445 traffic Potential Scan or 1 1

Infection

Events

13

174

12

42

42

)
[
o
ad
[¥5]
(=]

Date
Wed 23:26 - Thu
02:14

Wed 23:26 - Thu
0z2:19

Wed 19:27 - 19:28

Wed 22:21 - Thu
01:22

Wed 23:37 - Thu
03:55

Thu 01:25 - 01:59

Wed 19:30 - Thu
01:22

Wed 19:28 - Thu
01:22

Wed 23:25 - Thu
00:07

Wed 23:25 - Thu
00:07

Thu 00:10 - 00:11



CASE 3 = WANNACRY

A Device on the Observed Network:

Started opening port 445/tcp connections on multiple hosts, external and
Internal

Successfully used CVE-2017-0143 (exploit MS17-010) on another internal
host immediately

The second device started exhibiting the same behavior




— WANNACRY

Unsupervised Machine Behavior Flow-based Discovery Analysis Other
Learning Detection
Outlier: high number Network scan Correlation rule
of communication 445 /tcp to internal matched: malware
peers & flows network and internet spreading to internal
network
A day after updated

IDS rule matched:
WannaCry variant
(CVE-2017-0143,

exploit MS17-010)
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==Y CORTEX Dashboard Network —= | I I A A
MENDEL

LI Zar 2017 o k
Chart Map Traffic |« L] | - ¥ = >
P o0 s ¢ P S M
3 2 30 31 1 2 3 10 k
[ r B k-] 10
11 12 13 14 15 16 17 1k
18 15 20 21 Frs 23 24
25 26 X7 25 ) 30 1 100
Filters: - 10
— . |
p l o 1
Subnet: h n— ] rl'.hr 5.3 5:-qC E E-dE EsE C.CE
Hast: 1971581112 | 122128, | = 15:20 15:25 15:30 15:35 15:40 15:45 15:50 15:55
Service: -
Event: . T Name Src Hosts Dst Hosts Ewvents Date
Traffic: - )
Sensor: | Mercy - n correlation: Malware spreading 1 1 1 Fri 15:25 — 15:29
Severity:- - - H Scan: SME Port Sweep (445) z 1 15 Fri 15:25 — 15:46
e hl #  policy: Request to an external DNS server 1 1 1 Fri 15:29 — 15:30
& @ Clear Eiter #  blacklist: Spamhaus DROP blacklist 2 2 2 Fri 15:27 — 15:42
& exploit: ETERNALBLUE Exploit M2 MS17-010 il 1 2 Fri 15:24 — 15:39
Status Monitor n outlier: Peers at Subnet 2 1 1 Fri 15:25 — 15:46
ﬂ outlier: Flows at Subnet 2 1 14 Fri 15:25 — 15:46
ﬂ Ry B i i i i 2 14 14 Fri 15:24 — 15:45
scan: Behavioral Unusual Port 445 traffic Potential Scan or Infection ri i i
Manage columins 1/1 (8) 0 [.. n

User: administrator (Administrat

License: Tomas Chomo
({tomas.chomo@greycortex.com)

Version: 2.8.0



CASE 4 =CRYPTOCOIN MINING

Active mining:

Cryptocoin mining mostly on compromised servers or endpoint devices

Passive minig:

Built-in javascript miner on web application
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CASE 4 =CRYPTOCOIN MINING

Unsupervised
Learning

Flow-based Discovery Analysis
Detection




CASE 4 - ACTIVE CRYPTOCOIN MINIG

e e [a] [+]-] [w]a] [v]

1M-
100k -
10k -
1k
100 -
10 -
T
o- " ' ' ' ! i l l
L-Mar-2018 3-Mar-2018 5-Mar-2018 F-Mar-2018 9-Mar-2018 11-Mar-2018 13-Mar-2018 15-Mar-2018 17-Mar-2018 19-Mar-2018 2l-Mar-2018 Z23-Mar-2018 25-Mar-2018 27 -Mar-2018
Mame Src Hosts D=t Hosts Events Date
| palicy: Cryptacurrency Miner Checkin 1 4 211 Mar-01 14149 - Mar-06 08111
e
ms Top D5t Hosts D Top Src Subnets Top Dst Subnets D Top Services

B0 superpoolsnet (62.210.116.216) [] B £ Choopa, LLC [ ] 443

4 * . Cnline S.a.5, D 5555
| » <[ » ]| [1ofS]

OO

= feesmrigaoom (105.61,1858,145)

w fee.xmrig.com [185.92.223,190)

1) czzi0116.216

- meee] e SDERER RSENE R mwess | mmewe e e e

Description

o000

¥MRig {CPU Maonera miner) usage detection based on agent name.

Signature details Packet bytes

s =78 e S (=19 (=3 ] =) [=3=J (=31 - (=7 p=18) [=1-1 P S TIqTioginTITUISL
35 63 30 3F4 3FF OFY? 33 33 6l 66 37 35 36 34 &5 63 Ec043733af?h6dec
33 64 33 IO FE 3T 34 EE BZ 31 31 3E 3B OZE 33 B3 3d20634ebllE8E30

=

Signature 1D ZEZ6I30 (rev: 3) :
Created: 2017-06-30 (Madified: 2017-01-06) 6. 34 3E 30 36 33 30 39 34 32 66 62 30 63 35 64 63 480680542 fb0cbde

7

g

31 38 63 62 36 37 63 65 62 65 30 65 22 2C 22 7 —— E—

Severity: 4 . 6l 73 72 ZZ A ZE 78 2 2ZC Zz 61 €7 65 EE 74 Z ass":"x", "agent"

Class: Patential Corporate Privacy Yiolation 9. 3A Zz B2 4L EE &2 &7 ZF 32E ZE 322 ZE 21 20 zZ2 4 c"MMRigsEL3.1 (L

10, 63 6E 75 78 Z0 7B 38 36 5F 36 34 29 20 6C 69 £ inux x86_64) lib

Matched rule: alert tep $HOME_NET any -= $EXTERMAL_MET any 11. 75 76 2F 231 ZE 21 21 ZE 20 20 &7 63 63 ZF 26 2 uw/l.11.0 goofe.
lz. 33 2E 30 zz 70 7D OA FB 2Z 69 64 22 3A 3z 37

Froperties: flow:established,to_server; content:"|22[id|22 3a|"; content:"|22|method|22 3a]"; distance:0; within:50; fast_pattern; 1%. 34 ZC ZZ 6 73 GF 6E 72 70 6% £z 3A 2z 32 ZE 30 4, "jsonrpe”:'Z.0

content:"|22|params|22|"; distance:0; within:30; content:"|22|agent|22|"; pore:"/~[~4w[Wn]+7 (7 XMRigW | WINREPCRT 14. 27 20 #F 61 65 74 €2 SF €4 72 924 FF 9% 75 &7 &0 v, ' method" : ' subn

W MinerGatewin3z)/R"; metadata:former_category POLICY, metadata: affected_product 15. 6% 74 ZZ ZC ZE 70 61 72 61 6D 73 ZZ 32A 7B 2z &% it", "params": {"i

windows_XP_Wista_7_&_10_Server_ 3Z_6d_Bit, affected_product Mac_ 0%, affected_product Linux, attack_target Client_Endpoint, 16. €4 ZF 3h 22 G4 GF €6 31 34 327 326 64 EFD 3E 30 33 d":"dbf147Ed-E03

deployment Perimeter, signature_severity Minor, created_at 2017_06_28, performance_impact Moderate, updated_at 2017_11_0g; 17. &4 21 34 &3 21 2& ZED &2 63 61 35 ED 323 £Z 33 &5 d-4clé-beoab-3b3e




CASE 4 — PASSIVE CRYPTOCOIN MINING

ER a7 4] [2][=] [€]m] [

10M -
imM-
100k
10k -
1k -
100.00 -
10 -

5 I I | 1 1 I I [
o~ '

G=Mar-2018 T-Mar-2018 B-Mar-2018 9-Mar-2018 10-Mar-2018 11-Mar-2018 12-Mar-2018 13-Mar-2018 14-Mar-2018 15-Mar-2018 16-Mar-2018 17-Mar-2018 18-Mar-2018 19-Mar-2018 20-Mar-2018 21-Mar-2018 2Z2-Mar-2018 23-Mar-2018 24-Mar-2018 25-Mar-2018 26-Mar-2018

Narne Src Hosts D=t Hosts Events Date

L w2 e Mar0s 1255 - Mon 15110,

Top Srio Host D Top D=t Hosts D Top Src Subnets D Top Dst Subnets D Top Services

L S - [ ] B0 coinhive.com (217.182,164,59) [] % - - - - [ | Wi ovH sas [ | HTTPS (443)

L [ | 10 coinhive.com (217.182,164,12) ] 4| » <« » al»

W - - [ | BN coinhive.com (217.182,164.10) |

L N [ | BN coinhive,com (217.182,164,13) O

- | | BB ws007.coinhive,corn (37.187.165.207) O

4 [ | BB ws005.coinhive,corn (37.167.165,41) O

!. P - I:' B0 ws0zi.coinhive.com (37.187.167.69) D

% | | BB ws004.coinhive, comn (37.167.165.17) [

9 - - [ | BN wsn0z2.coinhive.comn (37.187.165.17) ]

L . [ | BN wsn20.coinhive.com (37.187.167.47) ]

T - - ] <« [»]

“ 2 0

e —
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— LETHIC SPAMBOT

A Device in the Observed Network:

Queried external DNS servers (Google) for known-infected server names

Communicated via port 1123 to servers in Norway

Silenced traffic when the device was running anti-virus scanner and

remained silent for the next two hours, later resuming communication on
port 1123

Communicated periodically to MS Hotmail service on port 25/tcp
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— LETHIC SPAMBOT

Unsupervised
Learning

Outlier: high number
of communication
peers & flows

Machine Behavior

SMTP Permanent
Communication
Anomaly:
Communicated
periodically to MS
Hotmail service on
port 25/tcp

Flow-based
Detection

Discovery Analysis

A new service on a
host discovered

Other

IDS rule matched
(Lethic SpamBOT)

External DNS server,
poor reputation Ips

High external DNS
traffic (1-2 queries
reached170)
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Pa 01:30 P& 05:30 P& 07:30 Pa 09:30 P 11:30

1
Ct 19:30

Src Host Src MAC Src Subnet Dst MAC Dst Subnet Src Port Service Sarvice Protocol Src Flags Dst Flags

Type

S ~ ol I
"fng 168,28 c4:85:08:4b:ab wifi 00:00:5e:00:01 [} Google Inc.
(10:5:168:38) < > (10.8.0.0/15) < N

REMOTE upP (17)

Description

Signature details Packet bytes

Signature I0: 2018455 (rev: 4]

Created:
Severity:
Class:
Matched rule:
Froperties:

dll R
{10.9.168.38)

a R

(10.9.168.28)

dl

{10.9.168.28)

2014-01-03
=

Metwork Trojan

alert udp any 53 -= $HOME_NET any

content:" |00 01 00 01|"; content:"|00 04 c3 16 1a|"; distance:4; within:5;
byte test:1,=,224,0,relative; content:!"|0e|anubisnetworks|03|com|00|"; nocase;
content:!"|05|mpsmx|03|net|00]"; nocase; content:!"|09|mailspike|03|com|00]";
nocase; threshold: type limit, track by_src, seconds 60, count 1;

View Signature Details

[T

c4:85:08:4b:ab:

< >

(T

c4:85:08:4b:ab:

< >

(T

c4:85:08:4b:ab:

£ >

ol I it

{10.8.0.0/15)

Jf i

{10.8.0.0/15)

ol T it

{10.8.0.0/15)

Falze positive

00:00:5e:00:01
£ >

00:00:5e:00:01
£ >

00:00:5e:00:01
£ >

Capture

: E Google Inc.

: E Google Inc.

: E Google Inc.

Report Inddent

F5 70
&R 73
01 Co
Fa

Q, Show flows
56338 DNS (53] REMOTE
REMOTE

55209 DNS (53)

615832 DNS (52) REMOTE

UDF (17)

UDP (17)

UDF (17)




CASE 6 —=DOCUMENT LEAKAGE

A Device on an Internal Network:

Exhibited an unusually high data transfer volume to an external network
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— DOCUMENT LEAKAGE

Unsupervised Machine Behavior Flow-based Discovery Analysis Other

Learning Detection

Outlier: high volume L7 content analysis:

of data transfer file named

detected (Severity 7) _Financial_Summary
_Ql.pdf uploaded

Outlier: high volume to

of data transfer www?21.filehosting.or

detected (Severity 5) g; a domain of
Hetzner Online
GmbH
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o

172.16.9.122 217.23.206

=T

172.16.9.122 .125.133.108

!

172.16.9.122

Source

7 Ports
.ﬂ? 172.16.9.122 Show source

ports
&7 private B (172.16.0.0/12)

38:d5:47:b4:d3:76

Flener Link layer Network: layer Transport layer Application Layer
Service: HTTF

Applications:

Request

Host: www.filehosting.org

Uri: /file/details/695552/Financial_Summary_Q1.pdf

Referer: http://www.filehosting.org/file/details/695552/Financial_Summary_Q1.pdf
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:55.0) Gecko,/20100101 Firefox/55.0
Method: POST

Protocel: HTTR 1.1

Cookie: _ utma=243940370.1281156435.1493037425.1493204193.1493214189.5;

__ utmz=243940370.1493187981.2.2.utmcsr=google|utmccn=(organic) |utmcmd=organic|utmctr=
(not%20provided); language=en;
filehosting_catalyst_session=0aa73bfd6bc710bb1bc0cb3410be23599c0fazeh

Host: www.filehosting.org

Uri: /file/details/695552/Financial_Summary_Q1.pdf

Referer: http://www.filehosting.org/file/details/695552/Financial_Summary_Q1.pdf
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:55.0) Geckao,/20100101 Firefox/55.0
Method: GET

Protocel: HTTR/1.1

Destination

MR - oi0s.05.25

-'I Hetzner Online GmbH

(D 44:31:92:85:76:a1

Response

Status: 302

2017-09-24
00:23:46
2017-09-2i
00:23:20

2017-09-
00:23:52

Location: http://www.filehosting.org/file/details/695552/Financial_Summary_Q1.pdf

Content-Type: text/html
Set-Cookie: language=en; path=/,

filehosting_catalyst_session=0aa73bfdebc710bblbcOcba410bez23599c0fazes; path=/;

expires=Mon, 25-5ep-2017 12:49:16 GMT; HttpOnly

~
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INTELLIGENT NETWORK TRAFFIC ANALYSIS

michal.drozd@greycortex.com
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