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Agenda

e Prehled potencionalnich bezpecnostnich
problému mobilnich zafizeni

e Predstaveni IBM reseni pro zabezpeceni a
vzdalenou spravu mobilnich zarizeni

e ukazky ze systému
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Mobilni zarizeni vytvari nové hrozby pro IT

e mobilni zarizeni znasobuji stavajici bezpecnostni hrozby a
vytvari nové

e tradicni pristup k jejich spravé prestava stacit

Tradicni model Nové hrozby

Organizace poskytuje vsechny zarizeni Pracovnici pouzivaji své soukromé zafizeni
Omezeny pocet platforem Mnoho rGznych vyrobcl a operacnich systému

IT iniciuje a kontroluje aktualizace Aktualizace jsou iniciovany aplikacemi nebo uzivateli
IT Uzce kontroluje zarizeni a bezpecnost UZivatelé spravuji sva zafizeni




Mobilni zarizeni vytvari nové hrozby pro IT

Jak na to reagovat?

® Zakazat pouzivani mobilnich zarizeni, protoze jsou Spatné
spravovatelna

8 Povolit nespravovana a nebezpecna zarizeni

« Investovat do nastroje pro jejich spravu a zabezpeceni




Sprava mobilnich zarizeni — problémy

4

Vyzvy bezpecnosti a spravy

*Potencionalni neopravnény
pristup (kradez, ztrata)

*Vypnuté Sifrovani " Pristup (VPN / WiFi)
* Aplikace

* Podnikové aplikace VPN / WiFi

*Nezabezpecené pripojeni
;o . Sifrovani neni zapnuto —rl l
*Unik dat organizace =

r
iCloud Sync

iTunes Sync




Sprava mobilnich zarizeni — reseni

o @) Zabepeceno
Endpoint Manager L:/\ ‘ * ] pomociTeM

*Vynuceni hesel \ @)

7 Ve Vé ’ .-——-: i\wj
*\V/ynuceni Sifrovani — Qu®

. o * Osobni posta / kalendar
*\/ynuceni Sifrované zalohy « Osobni aplikace
*Vypnuti iCloud synchronizace Podnikovy profil

* Podnikova posta / kalendar

*Pristup k podnikové posté, * Podnikovy pfistup (VPN/WiFi)

* Podnikové aplikace

aplikacim, VPN, WiFi

L, o = R
*Selektivni vymaz podnlkovych - apnuté Sifrovani
dat v prfipadé ochodu
s iCloud
zamestnance

iCloud Sync

*Uplny vymaz v pfipadé

ztraty/kradeze iTunes Sync




Architektura TEM Mobile Device Management

BigFix Server

Mgmt
Extender
for iIOS

Console / Web Reports
for (Exchange or Lotus)

https s

Email Server
(Exchange/Lotus)

Management Extender }

Apple MDM
Interaction

ActiveSync .
----------------------------- /1IBMSynC ~~ ActiveSynec- - - g -----------

Phones / Tablets

Apple Push
Notification Servers

Apple Push
Notification
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w/Email




Prehled funkcionalit MDM

Kategorie Moznosti Tivoli Endpoint Managera

Podporované platformy Apple iOS, Google Android, Nokia Symbian, Windows
Phone, Windows Mobile

Akce pro spravu Selektivni vymaz, plny vymaz, zakaz pristupu k emailu,
vzdalené zamknuti, notifikace uzivatele, vymaz hesla

Sprava aplikaci Inventorizace aplikaci, podnikové ulozisté aplikaci,
klasifikace aplikaci, Apple Volume Purchase Program
(VPP)

Sprava politik a zabezpeceni Politiky hesel, Sifrovani zafizeni, detekce jailbreak & root
zarizeni

Sledovani polohy Sledovani zafizeni a lokalizace na mapé

Sprava pristupu k siti Konfigurace posty, VPN, Wi-fi

Sprava nakladi Vypnuti / zapnuti hlasovych a datovych sluzeb v zahranici

n_



Prehled o mobilnich zarizenich
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Sprava politik a zabezpeceni

Mo Andioid Security Py

www.ibm.com/sk

Device Security
|¥] Storage encryption enabled
|v| Require device passwaord:

¥ Require alphanumeric value et

Minimurm password length 4 @
Auto lock timeout minutes) 20 Ij
|v] Wrang passwords before wiping device 7 @

Device security (Bndroid 3.0+)
] Require Complex Password:
] Minimum letter characters required 1 @
|| Minimum non-letter characters reguired =
| Minimum lowercase characters required

| Minimum uppercase characters reguired =

[«

Device security (Android 4.0+)

¥] Camera disabled

& Create Android Security Task § Cancel




Detailni informace o zarizeni — seznam
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Detailni informace o zarizeni
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Sledovani polohy
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Seznam aplikaci
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Podnikové ulozisté aplikaci
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Sprava profilti iOS - VPN

B Tivoli Endpoint Manager Console [_ O] x|
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Sprava profilt iOS — restrikce uzivatele

B Tivoli Endpoint Manager Console

File Edit ‘Wiew Go  Tools Help|
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Show Mon-Relevant Content | ;;?Refresh Console

Profile Configuration

ldentifier Restrictions

Device Functionality

Enable use of device features

[¥] Allow installing apps

[v¥] Allow use of camera
[v¥] Allow FaceTime

[¥] Allow screen capture

v Allow Siri
[v] Allow voice dialing
[¥] Allow In-App Purchase

[¥] Allow multiplayer gaming
[¥] Allow adding Game Center friends

Applications

[v¥] Allow use of YouTube
[v¥] Allow use of iTunes Music Store
[¥] Allow use of Safari

[¥] Enable autofill

L_| Force fraud warning

[¥] Enable Javascript

[¥] Block pop-ups

Accept cookies

Control when Safari accepts cookies

| Almays > |

iCloud

[v¥] Allow automatic sync while roaming

L| Force user to enter iTunes Store password for all purchases

Enable access to applications on the device
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Connected ko vhost4103.5ite2, compute ihast.com’ as user ‘admin’

v |
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Podnikové uloziste aplikaci - iOS

il Verizon & - Q | 89% @ will Verizon = 0 % eanch will Verizan = 316 PM T L= il Verizon 2 3:25 PM 9 % 1% ==
CHOIS
- Busingss Productivity
Thursday, February 9 Business “ » IBM Lotus Notes (> Evernote
I 4 BEM Lotus o 419
] Evernote Upgrade
Procluctivily
g Productivity # ’ ﬂ Keynote © % New York Times ‘Top 10 Must-Have App’,
= . Appla Winner: TechCrunch Crunchies, Mashable
— Mobile Client Taver Awards and the Webbys. %
g== There are new applications Trfn-. 7 Travel “ » n_,'p"r' Triplt - Travel Organizer & Evernote is an easy-to-use, free app that
available you to install Tripht helps you remember everything across all of
the devices you use. Stay organized, save
Froductiily your ideas and improve productivity. Evernote
2 Evernote ﬂ lets you take notes, capture photos, create to-
Evernols do lists, record voice reminders--and makes

these notes completely searchable, whether
you are at home, at work, or on the go.

Key Features:

’ — ® : !
Al Appe Updates
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V kostce ...

Sprava a viditelnost v realném case

- Jediny agent déla a vidi vSe, okamzité

Nedostizna skalovatelnost

 Jediny server pro az 250 000 koncovych zarizeni

Siroké pokryti

- Multi-platformni, viceudcelové, on-line i off-line

Rychlé nasazeni

- Instalace v hodinach, vysledky v minutach

Iocu
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Dakujeme za pozornost
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